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Summary

CVE CVE-2009-1390

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-16 21:00:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description Mutt 1.5.19, when linked against (1) OpenSSL (mutt_ssl.c) or (2) GnuTLS (mutt_ssl_gnutls.c), allows connections when only one TLS certificate in the chain is accepted instead of verifying the entire chain, which allows remote attackers to spoof trusted servers via a man-in-the-middle attack.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Gnutls All All All All

Application Gnu Gnutls All All All All

Application Mutt Mutt 1.5.19 All All All

Application Mutt Mutt 1.5.19 All All All

Application Openssl Openssl All All All All

Application Openssl Openssl All All All All

References

Reference Source Link Tags

Mutt 'mutt_ssl.c' X.509 Certificate Chain Security Bypass Vulnerability BID www.securityfocus.com Patch

[SECURITY] Fedora 11 Update: mutt-1.5.19-5.fc11 FEDORA www.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

dev.mutt.org/hg/mutt/rev/64bf199c8d8a CONFIRM dev.mutt.org Exploit, Patch

dev.mutt.org/hg/mutt/rev/8f11dd00c770 CONFIRM dev.mutt.org Exploit

oss-security - Mutt 1.5.19 SSL chain verification flaw MLIST www.openwall.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-06-17 Tomas Hoger Not vulnerable. This issue did not affect the versions of mutt as shipped with Red Hat Enterprise Linux 3, 4, or 5. Only mutt version 1.5.19 was affected by this flaw.

There are currently no legacy QID mappings associated with this CVE.
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