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Summary

CVE CVE-2009-1391

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-16 23:30:00 UTC

Updated 2018-10-03 22:00:00 UTC

Description Off-by-one error in the inflate function in Zlib.xs in Compress::Raw::Zlib Perl module before 2.017, as used in AMaViS, SpamAssassin, and possibly other products, allows context-dependent attackers to cause a denial of service (hang or crash) via a crafted zlib compressed stream that triggers a heap-based buffer overflow, as exploited in the wild by Trojan.Downloader-71014 in June 2009.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Paul Marquess Compress-raw-zlib Perl Module 2.001 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.002 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.003 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.004 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.005 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.006 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.008 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.009 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.010 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.011 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.012 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.014 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.001 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.002 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.003 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.004 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.005 All All All
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Application Paul Marquess Compress-raw-zlib Perl Module 2.005 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.006 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.008 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.009 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.010 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.011 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.012 All All All

Application Paul Marquess Compress-raw-zlib Perl Module 2.014 All All All

Application Paul Marquess Compress-raw-zlib Perl Module All All All All

References

Reference Source Link

Ubuntu update for libcompress-raw-zlib-perl and perl - Secunia.com SECUNIA secunia.com

Perl Compress::Raw::Zlib Module Off-by-One Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

504 Gateway Time-out BID www.securityfocus.com

55041 OSVDB osvdb.org

article.gmane.org | 522: Connection timed out MISC article.gmane.org

USN-794-1: Perl vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

504386 – (CVE-2009-1391) CVE-2009-1391 Buffer overflow in Compress::Raw::Zlib CONFIRM bugzilla.redhat.com

Gentoo Bug 273141 - <perl-core/Compress-Raw-Zlib-2.020: Off-by-one (CVE-2009-1391) CONFIRM bugs.gentoo.org

thread.gmane.org | 522: Connection timed out MISC thread.gmane.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 10 Update: perl-5.10.0-73.fc10 FEDORA www.redhat.com

Support / Security / Advisories / / MDVSA-2009:157 | Mandriva MANDRIVA www.mandriva.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:012 SUSE lists.opensuse.org

Fedora update for perl - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Gentoo Linux Documentation -- Perl Compress::Raw modules: Denial of Service GENTOO security.gentoo.org

article.gmane.org | 522: Connection timed out MISC article.gmane.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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