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PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
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The browser engine in Mozilla Firefox 3 before 3.0.11, Thunderbird before 2.0.0.22, and SeaMonkey before 1.1.17 allows r(
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 3.0 All All All
Mozilla Firefox 3.0 alpha All All
Mozilla Firefox 3.0 beta2 All All
Mozilla Firefox 3.0.1 All All All
Mozilla Firefox 3.0.10 All All All
Mozilla Firefox 3.0.2 All All All
Mozilla Firefox 3.0.3 All All All
Mozilla Firefox 3.0.4 All All All
Mozilla Firefox 3.0.5 All All All
Mozilla Firefox 3.0.6 All All All
Mozilla Firefox 3.0.7 All All All
Mozilla Firefox 3.0.8 All All All
Mozilla Firefox 3.0.9 All All All
Mozilla Firefox 3.0 All All All
Mozilla Firefox 3.0 alpha All All
Mozilla Firefox 3.0 beta2 All All
Mozilla Firefox 3.0.1 All All All
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Application Mozilla Thunderbird 1.7.3 All All All
Application Mozilla Thunderbird 2.0.0.0 All All All
Application Mozilla Thunderbird 2.0.0.1 All All All
Application Mozilla Thunderbird 2.0.0.11 All All All
Application Mozilla Thunderbird 2.0.0.12 All All All
Application Mozilla Thunderbird 2.0.0.13 All All All
Application Mozilla Thunderbird 2.0.0.14 All All All
Application Mozilla Thunderbird 2.0.0.15 All All All
Application Mozilla Thunderbird 2.0.0.16 All All All
Application Mozilla Thunderbird 2.0.0.17 All All All
Application Mozilla Thunderbird 2.0.0.18 All All All
Application Mozilla Thunderbird 2.0.0.2 All All All
Application Mozilla Thunderbird 2.0.0.3 All All All
Application Mozilla Thunderbird 2.0.04 All All All
Application Mozilla Thunderbird 2.0.0.5 All All All
Application Mozilla Thunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 2.0_.12 All All All
Application Mozilla Thunderbird 2.0_.13 All All All
Application Mozilla Thunderbird 2.0_.14 All All All
Application Mozilla Thunderbird 2.0_4 All All All
Application Mozilla Thunderbird 2.0_5 All All All
Application Mozilla Thunderbird 2.0_.6 All All All
Application Mozilla Thunderbird 2.0_9 All All All
Application Mozilla Thunderbird 2.0_8 All All All
Application Mozilla Thunderbird All All All All
Reference

490410 — Another Crash on testcase from 489647 with accessibility enabled in [@nsTextFrame::ClearTextRun()]
rhn.redhat.com | Red Hat Support
[SECURITY] Fedora 9 Update: ruby-gnome2-0.17.0-10.fc9
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https://bugzilla.mozilla.org/show_bug.cgi?id=490410
https://rhn.redhat.com/errata/RHSA-2009-1095.html
https://www.redhat.com/archives/fedora-package-announce/2009-June/msg00657.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9501

55146

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Information - Secunia.com
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
489041 — Atom table crash triggered by DOM mutation events and unicode surrogates

Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
380359 — Crash [@ nsEventStateManager::GetContentState] [@ nsNativeTheme::CheckBooleanAttr] with -moz-appearance and position: fixe
Red Hat update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com
rhn.redhat.com | Red Hat Support

The Slackware Linux Project: Slackware Security Advisories

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

451341 — xulrunner crashes when fails to find the window on which to change the cursor

MFSA 2009-24: Crashes with evidence of memory corruption (rv:1.9.0.11)

Slackware update for mozilla-thunderbird - Secunia.com

431086 — Crash [@ nsHTMLEditor::HideResizers] with non-HTML root, changing contentEditable property a lot
490513 — Shutdown crash [@ PL_DHashTableFinish] with high surrogate in <style>

Debian -- Security Information -- DSA-1820-1 xulrunner

Mozilla Firefox/Thunderbird/SeaMonkey Multiple Browser Engine Memory Corruption Vulnerabilities
265068

rhn.redhat.com | Red Hat Support

472776 — Crash [@ UnhookTextRunFromFrames] [@ ClearAllTextRunReferences] with bidi

55144

Ubuntu update for thunderbird - Secunia Advisories - Vulnerability Information - Secunia.com
SecurityTracker.com Archives - Mozilla Firefox Bugs in JavaScript Engine and Browser Engine May Let Remote Users Execute Arbitrary Code
The Slackware Linux Project: Slackware Security Advisories

Support / Security / Advisories / / MDVSA-2009:141 | Mandriva

Bug 503568 — CVE-2009-1392 Firefox browser engine crashes

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

429969 — Crash [@ IsPercentageAware] with :first-letter, rtl

RETIRED: Mozilla Firefox/Thunderbird/SeaMonkey MFSA 2009-24 through 32 Multiple Vulnerabilities
Slackware update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com
SecurityTracker.com Archives - Mozilla Thunderbird Bugs Let Remote Users Execute Arbitrary Code
Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com
486398 — Crash [@ nsHTMLIFrameElement::QuerylInterface]

[SECURITY] Fedora 10 Update: devhelp-0.22-9.fc10

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Tha Qlanliiara | intiv Drainnt: Qlanlaniara Qannivibiy Adviearine
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http://secunia.com/advisories/35536
http://securitytracker.com/id?1022376
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.454275
http://www.mandriva.com/security/advisories?name=MDVSA-2009:141
https://bugzilla.redhat.com/show_bug.cgi?id=503568
http://www.vupen.com/english/advisories/2009/2152
https://bugzilla.mozilla.org/show_bug.cgi?id=429969
http://www.securityfocus.com/bid/35326
http://secunia.com/advisories/35561
http://www.securitytracker.com/id?1022397
http://secunia.com/advisories/35468
https://bugzilla.mozilla.org/show_bug.cgi?id=486398
https://www.redhat.com/archives/fedora-package-announce/2009-June/msg00574.html
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55147

rhn.redhat.com | Red Hat Support

Debian -- Security Information -- DSA-1830-1 icedove

490425 — Crash [@ nsViewManager::DispatchEvent]

432068 — Crash [@ nsListBoxBodyFrame::GetNextltemBox] with <xul:listbox>, XBL

1020800

55145

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
USN-782-1: Thunderbird vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail
1 | ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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