CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2009-1409

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-1409

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2009-04-24 14:30:00 UTC

2017-09-29 01:34:00 UTC

SQL injection vulnerability in usersettings.php in €107 0.7.15 and earlier, when "Extended User Fields" is enabled and mag

| 1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
E107 E107 All All All All
E107 E107 All All All All
E107 E107 0.545 All All All
E107 E107 0.547_beta All All All
E107 E107 0.548_beta All All All
E107 E107 0.549_beta All All All
E107 E107 0.551_beta All All All
E107 E107 0.552_beta All All All
E107 E107 0.553_beta All All All
E107 E107 0.554 All All All
E107 E107 0.554_beta All All All
E107 E107 0.555_beta All All All
E107 E107 0.600 All All All
E107 E107 0.601 All All All
E107 E107 0.602 All All All
E107 E107 0.603 All All All
E107 E107 0.604 All All All
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Application E107 E107 1.0.1 All All All

Application E107 E107 5.04 All All All

Application E107 E107 5.05 All All All

Application E107 E107 5.1 All All All

Application E107 E107 5.2 All All All

Application E107 E107 5.21 All All All

Application E107 E107 5.3_beta All All All

Application E107 E107 5.3_beta2 All All All

Application E107 E107 5.4 _betal All All All

Application E107 E107 5.4_beta3 All All All

Application E107 E107 5.4_beta4 All All All

Application E107 E107 5.4_betab All All All

Application E107 E107 5.4_betab All All All

Reference Source Link

€107 "hide" SQL Injection Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmc
€107 <= 0.7.15 (extended_user_fields) Blind SQL Injection Exploit EXPLOIT-DB  www.exploit-db.com
53812 OSVDB osvdb.org

e107 'usersettings.php' SQL Injection Vulnerability BID www.securityfocus.co
CVE Program record CVE.ORG WWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov

< B

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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CVE.report and Source URL Uptime Status status.cve.report
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