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Summary

CVE CVE-2009-1442

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-07 17:30:00 UTC

Updated 2009-05-19 05:35:00 UTC

Description Multiple integer overflows in Skia, as used in Google Chrome 1.x before 1.0.154.64 and 2.x, and possibly Android, might allow remote attackers to execute arbitrary code in the renderer process via a crafted (1) image or (2) canvas.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All

Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All

Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

Application Google Chrome 1.0.154.59 All All All

Application Google Chrome 2.0.156.1 All All All
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Application Google Chrome 2.0.156.1 All All All

Application Google Chrome 2.0.157.0 All All All

Application Google Chrome 2.0.157.2 All All All

Application Google Chrome 2.0.158.0 All All All

Application Google Chrome 2.0.159.0 All All All

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All

Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All

Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

Application Google Chrome 1.0.154.59 All All All

Application Google Chrome 2.0.156.1 All All All

Application Google Chrome 2.0.157.0 All All All

Application Google Chrome 2.0.157.2 All All All

Application Google Chrome 2.0.158.0 All All All

Application Google Chrome 2.0.159.0 All All All

Application Google Chrome All All All All
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Google Chrome Integer Overflow in Skia 2D Graphics Lets Remote Users Execute Arbitrary Code Within the Sandboxed Browser Tab - SecurityTracker

Google Chrome Releases: Stable Update: Security Fix

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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