
CVE-2009-1469
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2009-1469

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-05 20:30:00 UTC

Updated 2018-10-10 19:37:00 UTC

Description CRLF injection vulnerability in the Forgot Password implementation in server/webmail.php in IceWarp eMail Server and WebMail Server before 9.4.2 makes it easier for remote attackers to trick a user into disclosing credentials via CRLF sequences preceding a Reply-To header in the subject element of an XML document, as demonstrated by triggering an e-mail message from the server that contains a user's correct credentials, and requests that the user compose a reply that includes this message.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Icewarp Email Server 2.10.105 All All All

Application Icewarp Email Server 2.10.110 All All All

Application Icewarp Email Server 2.10.115 All All All

Application Icewarp Email Server 2.10.140 All All All

Application Icewarp Email Server 2.10.150 All All All

Application Icewarp Email Server 2.10.165 All All All

Application Icewarp Email Server 2.10.170 All All All

Application Icewarp Email Server 2.10.190 All All All

Application Icewarp Email Server 2.10.200 All All All

Application Icewarp Email Server 2.10.210 All All All

Application Icewarp Email Server 2.10.220 All All All

Application Icewarp Email Server 2.10.240 All All All

Application Icewarp Email Server 2.10.250 All All All

Application Icewarp Email Server 2.10.260 All All All

Application Icewarp Email Server 2.10.280 All All All

Application Icewarp Email Server 2.10.290 All All All

Application Icewarp Email Server 2.10.310 All All All
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Application Icewarp Email Server 2.10.310 All All All

Application Icewarp Email Server 2.10.320 All All All

Application Icewarp Email Server 2.10.330 All All All

Application Icewarp Email Server 2.10.331 All All All

Application Icewarp Email Server 2.10.340 All All All

Application Icewarp Email Server 2.10.350 All All All

Application Icewarp Email Server 2.10.360 All All All

Application Icewarp Email Server 3.00.100 All All All

Application Icewarp Email Server 3.00.110 All All All

Application Icewarp Email Server 3.00.120 All All All

Application Icewarp Email Server 3.00.130 All All All

Application Icewarp Email Server 3.00.140 All All All

Application Icewarp Email Server 3.10.011 All All All

Application Icewarp Email Server 3.10.110 All All All

Application Icewarp Email Server 4.00.30 All All All

Application Icewarp Email Server 4.10.040 All All All

Application Icewarp Email Server 4.10.050 All All All

Application Icewarp Email Server 4.2.1 All All All

Application Icewarp Email Server 4.2.2 All All All

Application Icewarp Email Server 4.2.3 All All All

Application Icewarp Email Server 4.4.1 All All All

Application Icewarp Email Server 4.4.2 All All All

Application Icewarp Email Server 5.1.2 All All All

Application Icewarp Email Server 5.1.3 All All All

Application Icewarp Email Server 5.1.5 All All All

Application Icewarp Email Server 5.3.0 All All All

Application Icewarp Email Server 5.3.2 All All All

Application Icewarp Email Server 5.4.1 All All All

Application Icewarp Email Server 5.4.2 All All All

Application Icewarp Email Server 5.4.3 All All All

Application Icewarp Email Server 5.4.4 All All All

Application Icewarp Email Server 5.5.3 All All All

Application Icewarp Email Server 5.5.4 All All All

Application Icewarp Email Server 5.5.5 All All All

Application Icewarp Email Server 5.5.6 All All All

Application Icewarp Email Server 5.5.7 All All All
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Application Icewarp Email Server 5.7.3 All All All

Application Icewarp Email Server 5.8.2 All All All

Application Icewarp Email Server 5.8.3 All All All

Application Icewarp Email Server 5.8.4 All All All

Application Icewarp Email Server 5.8.5 All All All

Application Icewarp Email Server 5.8.6 All All All

Application Icewarp Email Server 5.9.4 All All All

Application Icewarp Email Server 6.0.2 All All All

Application Icewarp Email Server 6.0.3 All All All

Application Icewarp Email Server 6.0.5 All All All

Application Icewarp Email Server 6.0.7 All All All

Application Icewarp Email Server 6.1.0 All All All

Application Icewarp Email Server 6.2.1 All All All

Application Icewarp Email Server 7.0.1 All All All

Application Icewarp Email Server 7.1.4 All All All

Application Icewarp Email Server 7.1.6 All All All

Application Icewarp Email Server 7.2.0 All All All

Application Icewarp Email Server 7.4.0 All All All

Application Icewarp Email Server 7.4.2 All All All

Application Icewarp Email Server 7.4.5 All All All

Application Icewarp Email Server 7.5.2 All All All

Application Icewarp Email Server 7.6.0 All All All

Application Icewarp Email Server 7.6.4 All All All

Application Icewarp Email Server 8.0.1 All All All

Application Icewarp Email Server 8.0.2 All All All

Application Icewarp Email Server 8.0.3 All All All

Application Icewarp Email Server 8.2.0 All All All

Application Icewarp Email Server 8.2.2 All All All

Application Icewarp Email Server 8.3.5 All All All

Application Icewarp Email Server 8.3.8 All All All

Application Icewarp Email Server 8.5.0 All All All

Application Icewarp Email Server 8.9.1 All All All

Application Icewarp Email Server 9.0.0 All All All

Application Icewarp Email Server 9.1.0 All All All

Application Icewarp Email Server 9.2.0 All All All

Application Icewarp Email Server 2.10.105 All All All
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Application Icewarp Email Server 2.10.105 All All All

Application Icewarp Email Server 2.10.110 All All All

Application Icewarp Email Server 2.10.115 All All All

Application Icewarp Email Server 2.10.140 All All All

Application Icewarp Email Server 2.10.150 All All All

Application Icewarp Email Server 2.10.165 All All All

Application Icewarp Email Server 2.10.170 All All All

Application Icewarp Email Server 2.10.190 All All All

Application Icewarp Email Server 2.10.200 All All All

Application Icewarp Email Server 2.10.210 All All All

Application Icewarp Email Server 2.10.220 All All All

Application Icewarp Email Server 2.10.240 All All All

Application Icewarp Email Server 2.10.250 All All All

Application Icewarp Email Server 2.10.260 All All All

Application Icewarp Email Server 2.10.280 All All All

Application Icewarp Email Server 2.10.290 All All All

Application Icewarp Email Server 2.10.310 All All All

Application Icewarp Email Server 2.10.320 All All All

Application Icewarp Email Server 2.10.330 All All All

Application Icewarp Email Server 2.10.331 All All All

Application Icewarp Email Server 2.10.340 All All All

Application Icewarp Email Server 2.10.350 All All All

Application Icewarp Email Server 2.10.360 All All All

Application Icewarp Email Server 3.00.100 All All All

Application Icewarp Email Server 3.00.110 All All All

Application Icewarp Email Server 3.00.120 All All All

Application Icewarp Email Server 3.00.130 All All All

Application Icewarp Email Server 3.00.140 All All All

Application Icewarp Email Server 3.10.011 All All All

Application Icewarp Email Server 3.10.110 All All All

Application Icewarp Email Server 4.00.30 All All All

Application Icewarp Email Server 4.10.040 All All All

Application Icewarp Email Server 4.10.050 All All All

Application Icewarp Email Server 4.2.1 All All All

Application Icewarp Email Server 4.2.2 All All All

Application Icewarp Email Server 4.2.3 All All All
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Application Icewarp Email Server 4.4.1 All All All

Application Icewarp Email Server 4.4.2 All All All

Application Icewarp Email Server 5.1.2 All All All

Application Icewarp Email Server 5.1.3 All All All

Application Icewarp Email Server 5.1.5 All All All

Application Icewarp Email Server 5.3.0 All All All

Application Icewarp Email Server 5.3.2 All All All

Application Icewarp Email Server 5.4.1 All All All

Application Icewarp Email Server 5.4.2 All All All

Application Icewarp Email Server 5.4.3 All All All

Application Icewarp Email Server 5.4.4 All All All

Application Icewarp Email Server 5.5.3 All All All

Application Icewarp Email Server 5.5.4 All All All

Application Icewarp Email Server 5.5.5 All All All

Application Icewarp Email Server 5.5.6 All All All

Application Icewarp Email Server 5.5.7 All All All

Application Icewarp Email Server 5.7.3 All All All

Application Icewarp Email Server 5.8.2 All All All

Application Icewarp Email Server 5.8.3 All All All

Application Icewarp Email Server 5.8.4 All All All

Application Icewarp Email Server 5.8.5 All All All

Application Icewarp Email Server 5.8.6 All All All

Application Icewarp Email Server 5.9.4 All All All

Application Icewarp Email Server 6.0.2 All All All

Application Icewarp Email Server 6.0.3 All All All

Application Icewarp Email Server 6.0.5 All All All

Application Icewarp Email Server 6.0.7 All All All

Application Icewarp Email Server 6.1.0 All All All

Application Icewarp Email Server 6.2.1 All All All

Application Icewarp Email Server 7.0.1 All All All

Application Icewarp Email Server 7.1.4 All All All

Application Icewarp Email Server 7.1.6 All All All

Application Icewarp Email Server 7.2.0 All All All

Application Icewarp Email Server 7.4.0 All All All

Application Icewarp Email Server 7.4.2 All All All
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Application Icewarp Email Server 7.4.5 All All All

Application Icewarp Email Server 7.5.2 All All All

Application Icewarp Email Server 7.6.0 All All All

Application Icewarp Email Server 7.6.4 All All All

Application Icewarp Email Server 8.0.1 All All All

Application Icewarp Email Server 8.0.2 All All All

Application Icewarp Email Server 8.0.3 All All All

Application Icewarp Email Server 8.2.0 All All All

Application Icewarp Email Server 8.2.2 All All All

Application Icewarp Email Server 8.3.5 All All All

Application Icewarp Email Server 8.3.8 All All All

Application Icewarp Email Server 8.5.0 All All All

Application Icewarp Email Server 8.9.1 All All All

Application Icewarp Email Server 9.0.0 All All All

Application Icewarp Email Server 9.1.0 All All All

Application Icewarp Email Server 9.2.0 All All All

Application Icewarp Email Server All All All All

Application Icewarp Webmail Server 2.10.105 All All All

Application Icewarp Webmail Server 2.10.110 All All All

Application Icewarp Webmail Server 2.10.115 All All All

Application Icewarp Webmail Server 2.10.140 All All All

Application Icewarp Webmail Server 2.10.150 All All All

Application Icewarp Webmail Server 2.10.165 All All All

Application Icewarp Webmail Server 2.10.170 All All All

Application Icewarp Webmail Server 2.10.190 All All All

Application Icewarp Webmail Server 2.10.200 All All All

Application Icewarp Webmail Server 2.10.210 All All All

Application Icewarp Webmail Server 2.10.220 All All All

Application Icewarp Webmail Server 2.10.240 All All All

Application Icewarp Webmail Server 2.10.250 All All All

Application Icewarp Webmail Server 2.10.260 All All All

Application Icewarp Webmail Server 2.10.280 All All All

Application Icewarp Webmail Server 2.10.290 All All All

Application Icewarp Webmail Server 2.10.310 All All All

Application Icewarp Webmail Server 2.10.320 All All All

Application Icewarp Webmail Server 2.10.330 All All All
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Application Icewarp Webmail Server 2.10.330 All All All

Application Icewarp Webmail Server 2.10.331 All All All

Application Icewarp Webmail Server 2.10.340 All All All

Application Icewarp Webmail Server 2.10.350 All All All

Application Icewarp Webmail Server 2.10.360 All All All

Application Icewarp Webmail Server 3.00.100 All All All

Application Icewarp Webmail Server 3.00.110 All All All

Application Icewarp Webmail Server 3.00.120 All All All

Application Icewarp Webmail Server 3.00.130 All All All

Application Icewarp Webmail Server 3.00.140 All All All

Application Icewarp Webmail Server 3.10.011 All All All

Application Icewarp Webmail Server 3.10.110 All All All

Application Icewarp Webmail Server 4.00.30 All All All

Application Icewarp Webmail Server 4.10.040 All All All

Application Icewarp Webmail Server 4.10.050 All All All

Application Icewarp Webmail Server 4.2.1 All All All

Application Icewarp Webmail Server 4.2.2 All All All

Application Icewarp Webmail Server 4.2.3 All All All

Application Icewarp Webmail Server 4.4.1 All All All

Application Icewarp Webmail Server 4.4.2 All All All

Application Icewarp Webmail Server 5.1.2 All All All

Application Icewarp Webmail Server 5.1.3 All All All

Application Icewarp Webmail Server 5.1.5 All All All

Application Icewarp Webmail Server 5.3.0 All All All

Application Icewarp Webmail Server 5.3.2 All All All

Application Icewarp Webmail Server 5.4.1 All All All

Application Icewarp Webmail Server 5.4.2 All All All

Application Icewarp Webmail Server 5.4.3 All All All

Application Icewarp Webmail Server 5.4.4 All All All

Application Icewarp Webmail Server 5.5.3 All All All

Application Icewarp Webmail Server 5.5.4 All All All

Application Icewarp Webmail Server 5.5.5 All All All

Application Icewarp Webmail Server 5.5.6 All All All

Application Icewarp Webmail Server 5.5.7 All All All

Application Icewarp Webmail Server 5.7.3 All All All

Application Icewarp Webmail Server 5.8.2 All All All
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Application Icewarp Webmail Server 5.8.3 All All All

Application Icewarp Webmail Server 5.8.4 All All All

Application Icewarp Webmail Server 5.8.5 All All All

Application Icewarp Webmail Server 5.8.6 All All All

Application Icewarp Webmail Server 5.9.4 All All All

Application Icewarp Webmail Server 6.0.2 All All All

Application Icewarp Webmail Server 6.0.3 All All All

Application Icewarp Webmail Server 6.0.5 All All All

Application Icewarp Webmail Server 6.0.7 All All All

Application Icewarp Webmail Server 6.1.0 All All All

Application Icewarp Webmail Server 6.2.1 All All All

Application Icewarp Webmail Server 7.0.1 All All All

Application Icewarp Webmail Server 7.1.4 All All All

Application Icewarp Webmail Server 7.1.6 All All All

Application Icewarp Webmail Server 7.2.0 All All All

Application Icewarp Webmail Server 7.4.0 All All All

Application Icewarp Webmail Server 7.4.2 All All All

Application Icewarp Webmail Server 7.4.5 All All All

Application Icewarp Webmail Server 7.5.2 All All All

Application Icewarp Webmail Server 7.6.0 All All All

Application Icewarp Webmail Server 7.6.4 All All All

Application Icewarp Webmail Server 8.0.1 All All All

Application Icewarp Webmail Server 8.0.2 All All All

Application Icewarp Webmail Server 8.0.3 All All All

Application Icewarp Webmail Server 8.2.0 All All All

Application Icewarp Webmail Server 8.2.2 All All All

Application Icewarp Webmail Server 8.3.5 All All All

Application Icewarp Webmail Server 8.3.8 All All All

Application Icewarp Webmail Server 8.5.0 All All All

Application Icewarp Webmail Server 8.9.1 All All All

Application Icewarp Webmail Server 9.0.0 All All All

Application Icewarp Webmail Server 9.1.0 All All All

Application Icewarp Webmail Server 9.2.0 All All All

Application Icewarp Webmail Server 2.10.105 All All All

Application Icewarp Webmail Server 2.10.110 All All All
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Application Icewarp Webmail Server 2.10.115 All All All

Application Icewarp Webmail Server 2.10.140 All All All

Application Icewarp Webmail Server 2.10.150 All All All

Application Icewarp Webmail Server 2.10.165 All All All

Application Icewarp Webmail Server 2.10.170 All All All

Application Icewarp Webmail Server 2.10.190 All All All

Application Icewarp Webmail Server 2.10.200 All All All

Application Icewarp Webmail Server 2.10.210 All All All

Application Icewarp Webmail Server 2.10.220 All All All

Application Icewarp Webmail Server 2.10.240 All All All

Application Icewarp Webmail Server 2.10.250 All All All

Application Icewarp Webmail Server 2.10.260 All All All

Application Icewarp Webmail Server 2.10.280 All All All

Application Icewarp Webmail Server 2.10.290 All All All

Application Icewarp Webmail Server 2.10.310 All All All

Application Icewarp Webmail Server 2.10.320 All All All

Application Icewarp Webmail Server 2.10.330 All All All

Application Icewarp Webmail Server 2.10.331 All All All

Application Icewarp Webmail Server 2.10.340 All All All

Application Icewarp Webmail Server 2.10.350 All All All

Application Icewarp Webmail Server 2.10.360 All All All

Application Icewarp Webmail Server 3.00.100 All All All

Application Icewarp Webmail Server 3.00.110 All All All

Application Icewarp Webmail Server 3.00.120 All All All

Application Icewarp Webmail Server 3.00.130 All All All

Application Icewarp Webmail Server 3.00.140 All All All

Application Icewarp Webmail Server 3.10.011 All All All

Application Icewarp Webmail Server 3.10.110 All All All

Application Icewarp Webmail Server 4.00.30 All All All

Application Icewarp Webmail Server 4.10.040 All All All

Application Icewarp Webmail Server 4.10.050 All All All

Application Icewarp Webmail Server 4.2.1 All All All

Application Icewarp Webmail Server 4.2.2 All All All

Application Icewarp Webmail Server 4.2.3 All All All

Application Icewarp Webmail Server 4.4.1 All All All

Application Icewarp Webmail Server 4.4.2 All All All
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Application Icewarp Webmail Server 4.4.2 All All All

Application Icewarp Webmail Server 5.1.2 All All All

Application Icewarp Webmail Server 5.1.3 All All All

Application Icewarp Webmail Server 5.1.5 All All All

Application Icewarp Webmail Server 5.3.0 All All All

Application Icewarp Webmail Server 5.3.2 All All All

Application Icewarp Webmail Server 5.4.1 All All All

Application Icewarp Webmail Server 5.4.2 All All All

Application Icewarp Webmail Server 5.4.3 All All All

Application Icewarp Webmail Server 5.4.4 All All All

Application Icewarp Webmail Server 5.5.3 All All All

Application Icewarp Webmail Server 5.5.4 All All All

Application Icewarp Webmail Server 5.5.5 All All All

Application Icewarp Webmail Server 5.5.6 All All All

Application Icewarp Webmail Server 5.5.7 All All All

Application Icewarp Webmail Server 5.7.3 All All All

Application Icewarp Webmail Server 5.8.2 All All All

Application Icewarp Webmail Server 5.8.3 All All All

Application Icewarp Webmail Server 5.8.4 All All All

Application Icewarp Webmail Server 5.8.5 All All All

Application Icewarp Webmail Server 5.8.6 All All All

Application Icewarp Webmail Server 5.9.4 All All All

Application Icewarp Webmail Server 6.0.2 All All All

Application Icewarp Webmail Server 6.0.3 All All All

Application Icewarp Webmail Server 6.0.5 All All All

Application Icewarp Webmail Server 6.0.7 All All All

Application Icewarp Webmail Server 6.1.0 All All All

Application Icewarp Webmail Server 6.2.1 All All All

Application Icewarp Webmail Server 7.0.1 All All All

Application Icewarp Webmail Server 7.1.4 All All All

Application Icewarp Webmail Server 7.1.6 All All All

Application Icewarp Webmail Server 7.2.0 All All All

Application Icewarp Webmail Server 7.4.0 All All All

Application Icewarp Webmail Server 7.4.2 All All All

Application Icewarp Webmail Server 7.4.5 All All All

Application Icewarp Webmail Server 7.5.2 All All All
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Application Icewarp Webmail Server 7.6.0 All All All

Application Icewarp Webmail Server 7.6.4 All All All

Application Icewarp Webmail Server 8.0.1 All All All

Application Icewarp Webmail Server 8.0.2 All All All

Application Icewarp Webmail Server 8.0.3 All All All

Application Icewarp Webmail Server 8.2.0 All All All

Application Icewarp Webmail Server 8.2.2 All All All

Application Icewarp Webmail Server 8.3.5 All All All

Application Icewarp Webmail Server 8.3.8 All All All

Application Icewarp Webmail Server 8.5.0 All All All

Application Icewarp Webmail Server 8.9.1 All All All

Application Icewarp Webmail Server 9.0.0 All All All

Application Icewarp Webmail Server 9.1.0 All All All

Application Icewarp Webmail Server 9.2.0 All All All

Application Icewarp Webmail Server All All All All

References

Reference Source Link

IceWarp WebMail Server Password Reminder Lets Remote Users Inject Mail Header Values - SecurityTracker SECTRACK www.securitytracker.com

54229 OSVDB osvdb.org

IceWarp Merak Mail Server 'Forgot Password' Input Validation Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

RedTeam Pentesting GmbH - IceWarp WebMail Server: Client-Side Specification of "Forgot Password" eMail Content MISC www.redteam-pentesting.de

SecurityFocus BUGTRAQ www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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