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CVE CVE-2009-1492
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-30 20:30:00 UTC
Updated 2018-11-08 20:28:00 UTC
Description The getAnnots Doc method in the JavaScript APl in Adobe Reader and Acrobat 9.1, 8.1.4, 7.1.1, and earlier allows remote
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Acrobat All All All All

Application Adobe Acrobat All All All All

Application Adobe Acrobat All All All All

Application Adobe Acrobat Reader All All All All

Application Adobe Acrobat Reader All All All All

Application Adobe Acrobat Reader All All All All
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Sun Solaris Adobe Reader Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
504 Gateway Time-out

SUSE update for acroread - Secunia Advisories - Vulnerability Information - Secunia.com

[security-announce] SUSE Security Announcement: Acrobat Reader (SUSE-SA:

US-CERT Technical Cyber Security Alert TA09-133B -- Adobe Reader and Acrobat JavaScript Vulnerabilities
Adobe Product Security Incident Response Team (PSIRT): Potential Adobe Reader Issue

Red Hat update for acroread - Secunia.com

Nortel Media Processing Server Adobe Reader Vulnerabilities - Secunia.com
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

54130

Adobe Reader JavaScript Methods Memory Corruption - Secunia Advisories - Vulnerability Information - Secunia.com

Adobe Product Security Incident Response Team (PSIRT): Adobe Reader Issue Update

Adobe Reader Bugs in getAnnots() and spell.customDictionaryOpen() Let Remote Users Execute Arbitrary Code - SecurityTracker
#259028: Multiple Security Vulnerabilities in Adobe Reader for Solaris 10 May Allow Execution of Arbitrary Code or Cause Denial of Service (I
Gentoo Linux Documentation -- Adobe Reader: User-assisted execution of arbitrary code

US-CERT Vulnerability Note VU#970180

SUSE Update for Multiple Packages - Advisories - Community

packetstorm.linuxsecurity.com/0904-exploits/getannots.txt

Adobe Reader 8.1.4/9.1 GetAnnots() Remote Code Execution Exploit

Adobe - Security Bulletins: APSB09-06 Security Updates available for Adobe Reader and Acrobat

Adobe Product Security Incident Response Team (PSIRT): Update on Adobe Reader Issue

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Support

IBM X-Force Exchange

Gentoo update for acroread - Secunia Advisories - Vulnerability Information - Secunia.com

support.nortel.com/go/main.jsp

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:011

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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