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Summary

CVE CVE-2009-1526

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-05 20:30:00 UTC

Updated 2010-03-29 04:00:00 UTC

Description JBMC Software DirectAdmin before 1.334 allows local users to create or overwrite any file via a symlink attack on an arbitrary file in a certain temporary directory, related to a request for this temporary file in the PATH_INFO to the CMD_DB script during a backup action.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jbmc-software Directadmin 0.95 All All All

Application Jbmc-software Directadmin 1 All All All

Application Jbmc-software Directadmin 1.01 All All All

Application Jbmc-software Directadmin 1.02 All All All

Application Jbmc-software Directadmin 1.03 All All All

Application Jbmc-software Directadmin 1.04 All All All

Application Jbmc-software Directadmin 1.05 All All All

Application Jbmc-software Directadmin 1.06 All All All

Application Jbmc-software Directadmin 1.07 All All All

Application Jbmc-software Directadmin 1.08 All All All

Application Jbmc-software Directadmin 1.081 All All All

Application Jbmc-software Directadmin 1.09 All All All

Application Jbmc-software Directadmin 1.1 All All All

Application Jbmc-software Directadmin 1.11 All All All

Application Jbmc-software Directadmin 1.111 All All All

Application Jbmc-software Directadmin 1.12 All All All

Application Jbmc-software Directadmin 1.121 All All All
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Application Jbmc-software Directadmin 1.121 All All All

Application Jbmc-software Directadmin 1.13 All All All

Application Jbmc-software Directadmin 1.14 All All All

Application Jbmc-software Directadmin 1.15 All All All

Application Jbmc-software Directadmin 1.151 All All All

Application Jbmc-software Directadmin 1.152 All All All

Application Jbmc-software Directadmin 1.16 All All All

Application Jbmc-software Directadmin 1.161 All All All

Application Jbmc-software Directadmin 1.17 All All All

Application Jbmc-software Directadmin 1.171 All All All

Application Jbmc-software Directadmin 1.172 All All All

Application Jbmc-software Directadmin 1.173 All All All

Application Jbmc-software Directadmin 1.174 All All All

Application Jbmc-software Directadmin 1.1741 All All All

Application Jbmc-software Directadmin 1.18 All All All

Application Jbmc-software Directadmin 1.181 All All All

Application Jbmc-software Directadmin 1.19 All All All

Application Jbmc-software Directadmin 1.192 All All All

Application Jbmc-software Directadmin 1.193 All All All

Application Jbmc-software Directadmin 1.1941 All All All

Application Jbmc-software Directadmin 1.195 All All All

Application Jbmc-software Directadmin 1.196 All All All

Application Jbmc-software Directadmin 1.2 All All All

Application Jbmc-software Directadmin 1.201 All All All

Application Jbmc-software Directadmin 1.202 All All All

Application Jbmc-software Directadmin 1.203 All All All

Application Jbmc-software Directadmin 1.204 All All All

Application Jbmc-software Directadmin 1.205 All All All

Application Jbmc-software Directadmin 1.206 All All All

Application Jbmc-software Directadmin 1.207 All All All

Application Jbmc-software Directadmin 1.21 All All All

Application Jbmc-software Directadmin 1.211 All All All

Application Jbmc-software Directadmin 1.212 All All All

Application Jbmc-software Directadmin 1.213 All All All

Application Jbmc-software Directadmin 1.22 All All All

Application Jbmc-software Directadmin 1.221 All All All
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Application Jbmc-software Directadmin 1.222 All All All

Application Jbmc-software Directadmin 1.223 All All All

Application Jbmc-software Directadmin 1.224 All All All

Application Jbmc-software Directadmin 1.225 All All All

Application Jbmc-software Directadmin 1.226 All All All

Application Jbmc-software Directadmin 1.23 All All All

Application Jbmc-software Directadmin 1.231 All All All

Application Jbmc-software Directadmin 1.232 All All All

Application Jbmc-software Directadmin 1.233 All All All

Application Jbmc-software Directadmin 1.234 All All All

Application Jbmc-software Directadmin 1.235 All All All

Application Jbmc-software Directadmin 1.24 All All All

Application Jbmc-software Directadmin 1.241 All All All

Application Jbmc-software Directadmin 1.242 All All All

Application Jbmc-software Directadmin 1.243 All All All

Application Jbmc-software Directadmin 1.244 All All All

Application Jbmc-software Directadmin 1.25 All All All

Application Jbmc-software Directadmin 1.251 All All All

Application Jbmc-software Directadmin 1.252 All All All

Application Jbmc-software Directadmin 1.253 All All All

Application Jbmc-software Directadmin 1.254 All All All

Application Jbmc-software Directadmin 1.255 All All All

Application Jbmc-software Directadmin 1.26 All All All

Application Jbmc-software Directadmin 1.261 All All All

Application Jbmc-software Directadmin 1.262 All All All

Application Jbmc-software Directadmin 1.263 All All All

Application Jbmc-software Directadmin 1.264 All All All

Application Jbmc-software Directadmin 1.265 All All All

Application Jbmc-software Directadmin 1.266 All All All

Application Jbmc-software Directadmin 1.27 All All All

Application Jbmc-software Directadmin 1.273 All All All

Application Jbmc-software Directadmin 1.274 All All All

Application Jbmc-software Directadmin 1.275 All All All

Application Jbmc-software Directadmin 1.28 All All All

Application Jbmc-software Directadmin 1.281 All All All

Application Jbmc-software Directadmin 1.282 All All All
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Application Jbmc-software Directadmin 1.282 All All All

Application Jbmc-software Directadmin 1.285 All All All

Application Jbmc-software Directadmin 1.286 All All All

Application Jbmc-software Directadmin 1.29 All All All

Application Jbmc-software Directadmin 1.291 All All All

Application Jbmc-software Directadmin 1.292 All All All

Application Jbmc-software Directadmin 1.293 All All All

Application Jbmc-software Directadmin 1.294 All All All

Application Jbmc-software Directadmin 1.295 All All All

Application Jbmc-software Directadmin 1.296 All All All

Application Jbmc-software Directadmin 1.297 All All All

Application Jbmc-software Directadmin 1.3 All All All

Application Jbmc-software Directadmin 1.301 All All All

Application Jbmc-software Directadmin 1.302 All All All

Application Jbmc-software Directadmin 1.31 All All All

Application Jbmc-software Directadmin 1.311 All All All

Application Jbmc-software Directadmin 1.312 All All All

Application Jbmc-software Directadmin 1.313 All All All

Application Jbmc-software Directadmin 1.314 All All All

Application Jbmc-software Directadmin 1.315 All All All

Application Jbmc-software Directadmin 1.32 All All All

Application Jbmc-software Directadmin 1.321 All All All

Application Jbmc-software Directadmin 1.322 All All All

Application Jbmc-software Directadmin 1.323 All All All

Application Jbmc-software Directadmin 1.33 All All All

Application Jbmc-software Directadmin 1.331 All All All

Application Jbmc-software Directadmin 1.332 All All All

Application Jbmc-software Directadmin 0.95 All All All

Application Jbmc-software Directadmin 1 All All All

Application Jbmc-software Directadmin 1.01 All All All

Application Jbmc-software Directadmin 1.02 All All All

Application Jbmc-software Directadmin 1.03 All All All

Application Jbmc-software Directadmin 1.04 All All All

Application Jbmc-software Directadmin 1.05 All All All

Application Jbmc-software Directadmin 1.06 All All All

Application Jbmc-software Directadmin 1.07 All All All
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Application Jbmc-software Directadmin 1.08 All All All

Application Jbmc-software Directadmin 1.081 All All All

Application Jbmc-software Directadmin 1.09 All All All

Application Jbmc-software Directadmin 1.1 All All All

Application Jbmc-software Directadmin 1.11 All All All

Application Jbmc-software Directadmin 1.111 All All All

Application Jbmc-software Directadmin 1.12 All All All

Application Jbmc-software Directadmin 1.121 All All All

Application Jbmc-software Directadmin 1.13 All All All

Application Jbmc-software Directadmin 1.14 All All All

Application Jbmc-software Directadmin 1.15 All All All

Application Jbmc-software Directadmin 1.151 All All All

Application Jbmc-software Directadmin 1.152 All All All

Application Jbmc-software Directadmin 1.16 All All All

Application Jbmc-software Directadmin 1.161 All All All

Application Jbmc-software Directadmin 1.17 All All All

Application Jbmc-software Directadmin 1.171 All All All

Application Jbmc-software Directadmin 1.172 All All All

Application Jbmc-software Directadmin 1.173 All All All

Application Jbmc-software Directadmin 1.174 All All All

Application Jbmc-software Directadmin 1.1741 All All All

Application Jbmc-software Directadmin 1.18 All All All

Application Jbmc-software Directadmin 1.181 All All All

Application Jbmc-software Directadmin 1.19 All All All

Application Jbmc-software Directadmin 1.192 All All All

Application Jbmc-software Directadmin 1.193 All All All

Application Jbmc-software Directadmin 1.1941 All All All

Application Jbmc-software Directadmin 1.195 All All All

Application Jbmc-software Directadmin 1.196 All All All

Application Jbmc-software Directadmin 1.2 All All All

Application Jbmc-software Directadmin 1.201 All All All

Application Jbmc-software Directadmin 1.202 All All All

Application Jbmc-software Directadmin 1.203 All All All

Application Jbmc-software Directadmin 1.204 All All All

Application Jbmc-software Directadmin 1.205 All All All
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Application Jbmc-software Directadmin 1.206 All All All

Application Jbmc-software Directadmin 1.207 All All All

Application Jbmc-software Directadmin 1.21 All All All

Application Jbmc-software Directadmin 1.211 All All All

Application Jbmc-software Directadmin 1.212 All All All

Application Jbmc-software Directadmin 1.213 All All All

Application Jbmc-software Directadmin 1.22 All All All

Application Jbmc-software Directadmin 1.221 All All All

Application Jbmc-software Directadmin 1.222 All All All

Application Jbmc-software Directadmin 1.223 All All All

Application Jbmc-software Directadmin 1.224 All All All

Application Jbmc-software Directadmin 1.225 All All All

Application Jbmc-software Directadmin 1.226 All All All

Application Jbmc-software Directadmin 1.23 All All All

Application Jbmc-software Directadmin 1.231 All All All

Application Jbmc-software Directadmin 1.232 All All All

Application Jbmc-software Directadmin 1.233 All All All

Application Jbmc-software Directadmin 1.234 All All All

Application Jbmc-software Directadmin 1.235 All All All

Application Jbmc-software Directadmin 1.24 All All All

Application Jbmc-software Directadmin 1.241 All All All

Application Jbmc-software Directadmin 1.242 All All All

Application Jbmc-software Directadmin 1.243 All All All

Application Jbmc-software Directadmin 1.244 All All All

Application Jbmc-software Directadmin 1.25 All All All

Application Jbmc-software Directadmin 1.251 All All All

Application Jbmc-software Directadmin 1.252 All All All

Application Jbmc-software Directadmin 1.253 All All All

Application Jbmc-software Directadmin 1.254 All All All

Application Jbmc-software Directadmin 1.255 All All All

Application Jbmc-software Directadmin 1.26 All All All

Application Jbmc-software Directadmin 1.261 All All All

Application Jbmc-software Directadmin 1.262 All All All

Application Jbmc-software Directadmin 1.263 All All All

Application Jbmc-software Directadmin 1.264 All All All

Application Jbmc-software Directadmin 1.265 All All All
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Application Jbmc-software Directadmin 1.265 All All All

Application Jbmc-software Directadmin 1.266 All All All

Application Jbmc-software Directadmin 1.27 All All All

Application Jbmc-software Directadmin 1.273 All All All

Application Jbmc-software Directadmin 1.274 All All All

Application Jbmc-software Directadmin 1.275 All All All

Application Jbmc-software Directadmin 1.28 All All All

Application Jbmc-software Directadmin 1.281 All All All

Application Jbmc-software Directadmin 1.282 All All All

Application Jbmc-software Directadmin 1.285 All All All

Application Jbmc-software Directadmin 1.286 All All All

Application Jbmc-software Directadmin 1.29 All All All

Application Jbmc-software Directadmin 1.291 All All All

Application Jbmc-software Directadmin 1.292 All All All

Application Jbmc-software Directadmin 1.293 All All All

Application Jbmc-software Directadmin 1.294 All All All

Application Jbmc-software Directadmin 1.295 All All All

Application Jbmc-software Directadmin 1.296 All All All

Application Jbmc-software Directadmin 1.297 All All All

Application Jbmc-software Directadmin 1.3 All All All

Application Jbmc-software Directadmin 1.301 All All All

Application Jbmc-software Directadmin 1.302 All All All

Application Jbmc-software Directadmin 1.31 All All All

Application Jbmc-software Directadmin 1.311 All All All

Application Jbmc-software Directadmin 1.312 All All All

Application Jbmc-software Directadmin 1.313 All All All

Application Jbmc-software Directadmin 1.314 All All All

Application Jbmc-software Directadmin 1.315 All All All

Application Jbmc-software Directadmin 1.32 All All All

Application Jbmc-software Directadmin 1.321 All All All

Application Jbmc-software Directadmin 1.322 All All All

Application Jbmc-software Directadmin 1.323 All All All

Application Jbmc-software Directadmin 1.33 All All All

Application Jbmc-software Directadmin 1.331 All All All

Application Jbmc-software Directadmin 1.332 All All All

Application Jbmc-software Directadmin All All All All
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Reference Source Link Tags

Resolved issue with database backup/restore CONFIRM www.directadmin.com Vendor Advisory

20090422 DirectAdmin < 1.33.4 Local file overwrite & Local root escalation FULLDISC archives.neohapsis.com

54014 OSVDB osvdb.org

DirectAdmin Database Backup and Restore Vulnerabilities - Advisories - Community SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://www.directadmin.com/features.php?id=968
http://archives.neohapsis.com/archives/fulldisclosure/2009-04/0228.html
http://osvdb.org/54014
http://secunia.com/advisories/34861
https://www.cve.org/CVERecord?id=CVE-2009-1526
https://nvd.nist.gov/vuln/detail/CVE-2009-1526
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2009-1526
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


