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Summary

CVE CVE-2009-1553

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-06 16:30:00 UTC

Updated 2018-10-10 19:37:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in the Admin Console in Sun GlassFish Enterprise Server 2.1 allow remote attackers to inject arbitrary web script or HTML via the query string to (1) applications/applications.jsf, (2) configuration/configuration.jsf, (3) customMBeans/customMBeans.jsf, (4) resourceNode/resources.jsf, (5) sysnet/registration.jsf, or (6) webService/webServicesGeneral.jsf; or the name parameter to (7) configuration/auditModuleEdit.jsf, (8) configuration/httpListenerEdit.jsf, or (9) resourceNode/jdbcResourceEdit.jsf.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Glassfish Server 2.1 All All All

Application Oracle Glassfish Server 2.1 All All All

References

Reference Source Link

54255 OSVDB osvdb.org

Java.net Maintenance outage MLIST glassfish.dev.java.net

54252 OSVDB osvdb.org

Java.net Maintenance outage MLIST glassfish.dev.java.net

SecurityFocus BUGTRAQ www.securityfocus.com

Java.net Maintenance outage MLIST glassfish.dev.java.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

258528 SUNALERT sunsolve.sun.com

54257 OSVDB osvdb.org

JVNDB-2009-000027 - JVN iPedia JVNDB jvndb.jvn.jp

JVN#73653977 Sun GlassFish Enterprise Server and Sun Java System Application Server vulnerable to cross-site scripting JVN jvn.jp

Sun GlassFish Enterprise and Sun Java System Application Server Cross Site Scripting Vulnerabilities BID www.securityfocus.com
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http://jvndb.jvn.jp/en/contents/2009/JVNDB-2009-000027.html
http://jvn.jp/en/jp/JVN73653977/index.html
http://www.securityfocus.com/bid/34914


54250 OSVDB osvdb.org

Old Nabble - Re: [DSECRG] Sun Glassfish Multiple Security Vulnerabilities MLIST www.nabble.com

Nabble - [DSECRG] Sun Glassfish Multiple Security Vulnerabilities MLIST www.nabble.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

54249 OSVDB osvdb.org

GlassFish Enterprise Server Multiple Cross Site Scripting Vulnerabilities BID www.securityfocus.com

54253 OSVDB osvdb.org

54254 OSVDB osvdb.org

54251 OSVDB osvdb.org

54256 OSVDB osvdb.org

Digital Security Research Group - [DSECRG-09-034] Sun Glassfish Enterprise Server - Multiple Linked XSS vulnerabilies MISC dsecrg.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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