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Summary

CVE CVE-2009-1554

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-06 16:30:00 UTC

Updated 2018-10-10 19:37:00 UTC

Description Cross-site scripting (XSS) vulnerability in ThemeServlet.java in Sun Woodstock 4.2, as used in Sun GlassFish Enterprise Server and other products, allows remote attackers to inject arbitrary web script or HTML via a UTF-7 string in the PATH_INFO, which is displayed on the 404 error page, as demonstrated by the PATH_INFO to theme/META-INF.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Glassfish Server 1.0 All All All

Application Oracle Glassfish Server 1.0 ur1 All All

Application Oracle Glassfish Server 1.0 ur1_po1 All All

Application Oracle Glassfish Server 2.0 All All All

Application Oracle Glassfish Server 2.1 All All All

Application Oracle Glassfish Server 2.1.1 All All All

Application Oracle Glassfish Server 3.0 All All All

Application Oracle Glassfish Server 3.0.1 All All All

Application Oracle Glassfish Server 1.0 All All All

Application Oracle Glassfish Server 1.0 ur1 All All

Application Oracle Glassfish Server 1.0 ur1_po1 All All

Application Oracle Glassfish Server 2.0 All All All

Application Oracle Glassfish Server 2.1 All All All

Application Oracle Glassfish Server 2.1.1 All All All

Application Oracle Glassfish Server 3.0 All All All

Application Oracle Glassfish Server 3.0.1 All All All

Application Sun Woodstock 4.2 All All All
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Application Sun Woodstock 4.2 All All All

Application Sun Woodstock 4.2 All All All

References

Reference Source

Woodstock 404 Error Page Cross Site Scripting Vulnerability BID

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ

54220 OSVDB

Old Nabble - Re: [DSECRG] Sun Glassfish Multiple Security Vulnerabilities MLIST

Nabble - [DSECRG] Sun Glassfish Multiple Security Vulnerabilities MLIST

Java.net Maintenance outage MLIST

Digital Security Research Group - [DSECRG-09-038] Sun Glassfish Woodstock Project - Linked XSS Vulnerability MISC

Project Woodstock UTF-7 "404 Page Not Found" Cross-Site Scripting - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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