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Summary

CVE CVE-2009-1560

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-06 16:30:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description The Cisco Linksys WVC54GCA wireless video camera with firmware 1.00R22 and 1.00R24 stores passwords and wireless-network keys in cleartext in (1) pass_wd.htm and (2) Wsecurity.htm, which allows remote attackers to obtain sensitive information by reading the HTML source code.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Wvc54gc 1.00r22 All All All

Hardware Cisco Wvc54gc 1.00r24 All All All

Hardware Cisco Wvc54gc 1.00r22 All All All

Hardware Cisco Wvc54gc 1.00r24 All All All

References

Reference Source Link Tags

Hacking Linksys IP Cameras (pt 4) | GNUCITIZEN MISC www.gnucitizen.org Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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