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Summary

CVE CVE-2009-1581

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-14 17:30:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description functions/mime.php in SquirrelMail before 1.4.18 does not protect the application's content from Cascading Style Sheets (CSS) positioning in HTML e-mail messages, which allows remote attackers to spoof the user interface, and conduct cross-site scripting (XSS) and phishing attacks, via a crafted message.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squirrelmail Squirrelmail All All All All

Application Squirrelmail Squirrelmail 0.1 All All All

Application Squirrelmail Squirrelmail 0.1.1 All All All

Application Squirrelmail Squirrelmail 0.1.2 All All All

Application Squirrelmail Squirrelmail 0.2 All All All

Application Squirrelmail Squirrelmail 0.2.1 All All All

Application Squirrelmail Squirrelmail 0.3 All All All

Application Squirrelmail Squirrelmail 0.3.1 All All All

Application Squirrelmail Squirrelmail 0.3pre1 All All All

Application Squirrelmail Squirrelmail 0.3pre2 All All All

Application Squirrelmail Squirrelmail 0.4 All All All

Application Squirrelmail Squirrelmail 0.4pre1 All All All

Application Squirrelmail Squirrelmail 0.4pre2 All All All

Application Squirrelmail Squirrelmail 0.5 All All All

Application Squirrelmail Squirrelmail 0.5pre1 All All All

Application Squirrelmail Squirrelmail 0.5pre2 All All All

Application Squirrelmail Squirrelmail 1.0 All All All
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Application Squirrelmail Squirrelmail 1.0 All All All

Application Squirrelmail Squirrelmail 1.0.1 All All All

Application Squirrelmail Squirrelmail 1.0.2 All All All

Application Squirrelmail Squirrelmail 1.0.3 All All All

Application Squirrelmail Squirrelmail 1.0.4 All All All

Application Squirrelmail Squirrelmail 1.0.5 All All All

Application Squirrelmail Squirrelmail 1.0.6 All All All

Application Squirrelmail Squirrelmail 1.0pre1 All All All

Application Squirrelmail Squirrelmail 1.0pre2 All All All

Application Squirrelmail Squirrelmail 1.0pre3 All All All

Application Squirrelmail Squirrelmail 1.1.0 All All All

Application Squirrelmail Squirrelmail 1.1.1 All All All

Application Squirrelmail Squirrelmail 1.1.2 All All All

Application Squirrelmail Squirrelmail 1.1.3 All All All

Application Squirrelmail Squirrelmail 1.2 All All All

Application Squirrelmail Squirrelmail 1.2.0 All All All

Application Squirrelmail Squirrelmail 1.2.0_rc3 All All All

Application Squirrelmail Squirrelmail 1.2.1 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.2.3 All All All

Application Squirrelmail Squirrelmail 1.2.4 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.3.0 All All All

Application Squirrelmail Squirrelmail 1.3.1 All All All

Application Squirrelmail Squirrelmail 1.3.2 All All All

Application Squirrelmail Squirrelmail 1.4 All All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc2a All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail


Application Squirrelmail Squirrelmail 1.4.10 All All All

Application Squirrelmail Squirrelmail 1.4.10a All All All

Application Squirrelmail Squirrelmail 1.4.11 All All All

Application Squirrelmail Squirrelmail 1.4.12 All All All

Application Squirrelmail Squirrelmail 1.4.15 All All All

Application Squirrelmail Squirrelmail 1.4.15_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.16 All All All

Application Squirrelmail Squirrelmail All All All All

Application Squirrelmail Squirrelmail 0.1 All All All

Application Squirrelmail Squirrelmail 0.1.1 All All All

Application Squirrelmail Squirrelmail 0.1.2 All All All

Application Squirrelmail Squirrelmail 0.2 All All All

Application Squirrelmail Squirrelmail 0.2.1 All All All

Application Squirrelmail Squirrelmail 0.3 All All All

Application Squirrelmail Squirrelmail 0.3.1 All All All

Application Squirrelmail Squirrelmail 0.3pre1 All All All

Application Squirrelmail Squirrelmail 0.3pre2 All All All

Application Squirrelmail Squirrelmail 0.4 All All All

Application Squirrelmail Squirrelmail 0.4pre1 All All All

Application Squirrelmail Squirrelmail 0.4pre2 All All All

Application Squirrelmail Squirrelmail 0.5 All All All

Application Squirrelmail Squirrelmail 0.5pre1 All All All

Application Squirrelmail Squirrelmail 0.5pre2 All All All

Application Squirrelmail Squirrelmail 1.0 All All All

Application Squirrelmail Squirrelmail 1.0.1 All All All

Application Squirrelmail Squirrelmail 1.0.2 All All All

Application Squirrelmail Squirrelmail 1.0.3 All All All

Application Squirrelmail Squirrelmail 1.0.4 All All All

Application Squirrelmail Squirrelmail 1.0.5 All All All

Application Squirrelmail Squirrelmail 1.0.6 All All All

Application Squirrelmail Squirrelmail 1.0pre1 All All All

Application Squirrelmail Squirrelmail 1.0pre2 All All All

Application Squirrelmail Squirrelmail 1.0pre3 All All All

Application Squirrelmail Squirrelmail 1.1.0 All All All

Application Squirrelmail Squirrelmail 1.1.1 All All All

Application Squirrelmail Squirrelmail 1.1.2 All All All
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Application Squirrelmail Squirrelmail 1.1.2 All All All

Application Squirrelmail Squirrelmail 1.1.3 All All All

Application Squirrelmail Squirrelmail 1.2 All All All

Application Squirrelmail Squirrelmail 1.2.0 All All All

Application Squirrelmail Squirrelmail 1.2.0_rc3 All All All

Application Squirrelmail Squirrelmail 1.2.1 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.2.3 All All All

Application Squirrelmail Squirrelmail 1.2.4 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.3.0 All All All

Application Squirrelmail Squirrelmail 1.3.1 All All All

Application Squirrelmail Squirrelmail 1.3.2 All All All

Application Squirrelmail Squirrelmail 1.4 All All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc2a All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail 1.4.10 All All All

Application Squirrelmail Squirrelmail 1.4.10a All All All

Application Squirrelmail Squirrelmail 1.4.11 All All All

Application Squirrelmail Squirrelmail 1.4.12 All All All

Application Squirrelmail Squirrelmail 1.4.15 All All All

Application Squirrelmail Squirrelmail 1.4.15_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.16 All All All

Application Squirrelmail Squirrelmail All All All All

References

Reference Source Link

Repository / Oval Repository OVAL oval.cisecurity.org
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404 Not Found CONFIRM squirrelmail.svn.sourceforge.net

About the security content of Security Update 2010-004 / Mac OS X v10.6.4 CONFIRM support.apple.com

Support | Red Hat REDHAT www.redhat.com

APPLE-SA-2010-06-15-1 Security Update 2010-004 / Mac OS X v10.6.4 APPLE lists.apple.com

Debian update for squirrelmail - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SquirrelMail Prior to 1.4.18 Multiple Vulnerabilities BID www.securityfocus.com

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

[SECURITY] Fedora 10 Update: squirrelmail-1.4.18-1.fc10 FEDORA www.redhat.com

[SECURITY] Fedora 9 Update: squirrelmail-1.4.18-1.fc9 FEDORA www.redhat.com

SquirrelMail Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

Red Hat update for squirrelmail - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

500356 – (CVE-2009-1581) CVE-2009-1581 SquirrelMail: CSS positioning vulnerability CONFIRM bugzilla.redhat.com

SquirrelMail - Webmail for Nuts! CONFIRM www.squirrelmail.org

SquirrelMail / Code / [r14470] CONFIRM squirrelmail.svn.sourceforge.net

404 Not Found CONFIRM squirrelmail.svn.sourceforge.net

Fedora update for squirrelmail - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Advisories | Mandriva MANDRIVA www.mandriva.com

Debian -- Security Information -- DSA-1802-2 squirrelmail DEBIAN www.debian.org

[SECURITY] Fedora 11 Update: squirrelmail-1.4.18-1.fc11 FEDORA www.redhat.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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