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Summary

CVE CVE-2009-1596

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-11 14:30:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description Ignite Realtime Openfire before 3.6.5 does not properly implement the register.password (aka canChangePassword) console configuration setting, which allows remote authenticated users to bypass intended policy and change their own passwords via a passwd_change IQ packet.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Igniterealtime Openfire 2.6.0 All All All

Application Igniterealtime Openfire 2.6.1 All All All

Application Igniterealtime Openfire 2.6.2 All All All

Application Igniterealtime Openfire 3.0.0 All All All

Application Igniterealtime Openfire 3.0.1 All All All

Application Igniterealtime Openfire 3.1.0 All All All

Application Igniterealtime Openfire 3.1.1 All All All

Application Igniterealtime Openfire 3.2.0 All All All

Application Igniterealtime Openfire 3.2.1 All All All

Application Igniterealtime Openfire 3.2.2 All All All

Application Igniterealtime Openfire 3.2.3 All All All

Application Igniterealtime Openfire 3.2.4 All All All

Application Igniterealtime Openfire 3.3.0 All All All

Application Igniterealtime Openfire 3.3.2 All All All

Application Igniterealtime Openfire 3.3.3 All All All

Application Igniterealtime Openfire 3.4.0 All All All

Application Igniterealtime Openfire 3.4.1 All All All
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Application Igniterealtime Openfire 3.4.1 All All All

Application Igniterealtime Openfire 3.4.2 All All All

Application Igniterealtime Openfire 3.4.3 All All All

Application Igniterealtime Openfire 3.4.4 All All All

Application Igniterealtime Openfire 3.4.5 All All All

Application Igniterealtime Openfire 3.5.0 All All All

Application Igniterealtime Openfire 3.5.1 All All All

Application Igniterealtime Openfire 3.5.2 All All All

Application Igniterealtime Openfire 3.6.0 All All All

Application Igniterealtime Openfire 3.6.0a All All All

Application Igniterealtime Openfire 3.6.1 All All All

Application Igniterealtime Openfire 3.6.2 All All All

Application Igniterealtime Openfire 3.6.3 All All All

Application Igniterealtime Openfire 2.6.0 All All All

Application Igniterealtime Openfire 2.6.1 All All All

Application Igniterealtime Openfire 2.6.2 All All All

Application Igniterealtime Openfire 3.0.0 All All All

Application Igniterealtime Openfire 3.0.1 All All All

Application Igniterealtime Openfire 3.1.0 All All All

Application Igniterealtime Openfire 3.1.1 All All All

Application Igniterealtime Openfire 3.2.0 All All All

Application Igniterealtime Openfire 3.2.1 All All All

Application Igniterealtime Openfire 3.2.2 All All All

Application Igniterealtime Openfire 3.2.3 All All All

Application Igniterealtime Openfire 3.2.4 All All All

Application Igniterealtime Openfire 3.3.0 All All All

Application Igniterealtime Openfire 3.3.2 All All All

Application Igniterealtime Openfire 3.3.3 All All All

Application Igniterealtime Openfire 3.4.0 All All All

Application Igniterealtime Openfire 3.4.1 All All All

Application Igniterealtime Openfire 3.4.2 All All All

Application Igniterealtime Openfire 3.4.3 All All All

Application Igniterealtime Openfire 3.4.4 All All All

Application Igniterealtime Openfire 3.4.5 All All All

Application Igniterealtime Openfire 3.5.0 All All All

Application Igniterealtime Openfire 3.5.1 All All All
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Application Igniterealtime Openfire 3.5.2 All All All

Application Igniterealtime Openfire 3.6.0 All All All

Application Igniterealtime Openfire 3.6.0a All All All

Application Igniterealtime Openfire 3.6.1 All All All

Application Igniterealtime Openfire 3.6.2 All All All

Application Igniterealtime Openfire 3.6.3 All All All

Application Igniterealtime Openfire All All All All

References

Reference Source Link

Openfire No Password Changes Security Bypass - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[#JM-1532] Openfire does not honor option to stop password changes - Jive Software Open Source CONFIRM www.igniterealtime.org

Ignite Realtime: Possible to change another user's... CONFIRM www.igniterealtime.org

Openfire jabber:iq:auth 'passwd_change' Remote Password Change Vulnerability BID www.securityfocus.com

54189 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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