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Summary

CVE CVE-2009-1608

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-11 20:00:00 UTC

Updated 2018-10-10 19:37:00 UTC

Description Multiple buffer overflows in Microchip MPLAB IDE 8.30 and possibly earlier versions allow user-assisted remote attackers to execute arbitrary code via a .MCP project file with long (1) FILE_INFO, (2) CAT_FILTERS, and possibly other fields.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microchip Mplab Ide 8.30 All All All

Application Microchip Mplab Ide 8.30 All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

504 Gateway Time-out BID www.securityfocus.com Exploit

MPLAB IDE Project File Processing Buffer Overflow Vulnerabilities - Secunia.com SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

54370 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

security.bkis.vn MISC security.bkis.vn

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/bid/34897
http://secunia.com/advisories/35054
https://exchange.xforce.ibmcloud.com/vulnerabilities/50418
http://osvdb.org/54370
https://exchange.xforce.ibmcloud.com/vulnerabilities/50419
http://security.bkis.vn/?p=654
https://www.cve.org/CVERecord?id=CVE-2009-1608
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There are currently no legacy QID mappings associated with this CVE.
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