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Summary

CVE CVE-2009-1612

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-11 20:30:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description Stack-based buffer overflow in the MPS.StormPlayer.1 ActiveX control in mps.dll 3.9.4.27 in Baofeng Storm allows remote attackers to execute arbitrary code via a long argument to the OnBeforeVideoDownload method, as exploited in the wild in April and May 2009. NOTE: some of these details are obtained from third party information. NOTE: it was later reported that 3.09.04.17 and earlier are also affected.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Baofeng Storm 2.7.9_10 All All All

Application Baofeng Storm 2.7.9_8 All All All

Application Baofeng Storm 2.8 All All All

Application Baofeng Storm 2.9 All All All

Application Baofeng Storm 3.9.3_25 All All All

Application Baofeng Storm 3.9.3_30 All All All

Application Baofeng Storm 3.9.4_17 All All All

Application Baofeng Storm 3.9.4_27 All All All

Application Baofeng Storm 2.7.9_10 All All All

Application Baofeng Storm 2.7.9_8 All All All

Application Baofeng Storm 2.8 All All All

Application Baofeng Storm 2.9 All All All

Application Baofeng Storm 3.9.3_25 All All All

Application Baofeng Storm 3.9.3_30 All All All

Application Baofeng Storm 3.9.4_17 All All All

Application Baofeng Storm 3.9.4_27 All All All
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References

Reference Source

BaoFeng ActiveX OnBeforeVideoDownload() Remote BOF Exploit EXPLOIT-DB

Baofeng Storm ActiveX Control "OnBeforeVideoDownload()" Buffer Overflow - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Three new 0-day Exploits used in drive-by-download attack in China - C.I.S.R.T. - Chinese Internet Security Response Team (GMT +0800) MISC

BaoFeng Storm ActiveX Control 'OnBeforeVideoDownload()' Buffer Overflow Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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