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Summary

CVE CVE-2009-1632

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-14 17:30:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description Multiple memory leaks in Ipsec-tools before 0.7.2 allow remote attackers to cause a denial of service (memory consumption) via vectors involving (1) signature verification during user authentication with X.509 certificates, related to the eay_check_x509sign function in src/racoon/crypto_openssl.c; and (2) the NAT-Traversal (aka NAT-T) keepalive implementation, related to src/racoon/nattraversal.c.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ipsec-tools Ipsec-tools 0.1 All All All

Application Ipsec-tools Ipsec-tools 0.2 All All All

Application Ipsec-tools Ipsec-tools 0.2.1 All All All

Application Ipsec-tools Ipsec-tools 0.2.2 All All All

Application Ipsec-tools Ipsec-tools 0.2.3 All All All

Application Ipsec-tools Ipsec-tools 0.2.4 All All All

Application Ipsec-tools Ipsec-tools 0.3 All All All

Application Ipsec-tools Ipsec-tools 0.3 rc1 All All

Application Ipsec-tools Ipsec-tools 0.3 rc2 All All

Application Ipsec-tools Ipsec-tools 0.3 rc3 All All

Application Ipsec-tools Ipsec-tools 0.3 rc4 All All

Application Ipsec-tools Ipsec-tools 0.3 rc5 All All

Application Ipsec-tools Ipsec-tools 0.3.1 All All All

Application Ipsec-tools Ipsec-tools 0.3.2 All All All

Application Ipsec-tools Ipsec-tools 0.3.3 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc1 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc2 All All All
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Application Ipsec-tools Ipsec-tools 0.3_rc2 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc3 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc4 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc5 All All All

Application Ipsec-tools Ipsec-tools 0.4 All All All

Application Ipsec-tools Ipsec-tools 0.4 rc1 All All

Application Ipsec-tools Ipsec-tools 0.5 All All All

Application Ipsec-tools Ipsec-tools 0.5.1 All All All

Application Ipsec-tools Ipsec-tools 0.5.2 All All All

Application Ipsec-tools Ipsec-tools 0.6 All All All

Application Ipsec-tools Ipsec-tools 0.6.1 All All All

Application Ipsec-tools Ipsec-tools 0.6.2 All All All

Application Ipsec-tools Ipsec-tools 0.6.3 All All All

Application Ipsec-tools Ipsec-tools 0.6.4 All All All

Application Ipsec-tools Ipsec-tools 0.6.5 All All All

Application Ipsec-tools Ipsec-tools 0.6.6 All All All

Application Ipsec-tools Ipsec-tools 0.6.7 All All All

Application Ipsec-tools Ipsec-tools 0.7 All All All

Application Ipsec-tools Ipsec-tools All All All All

Application Ipsec-tools Ipsec-tools 0.1 All All All

Application Ipsec-tools Ipsec-tools 0.2 All All All

Application Ipsec-tools Ipsec-tools 0.2.1 All All All

Application Ipsec-tools Ipsec-tools 0.2.2 All All All

Application Ipsec-tools Ipsec-tools 0.2.3 All All All

Application Ipsec-tools Ipsec-tools 0.2.4 All All All

Application Ipsec-tools Ipsec-tools 0.3 All All All

Application Ipsec-tools Ipsec-tools 0.3 rc1 All All

Application Ipsec-tools Ipsec-tools 0.3 rc2 All All

Application Ipsec-tools Ipsec-tools 0.3 rc3 All All

Application Ipsec-tools Ipsec-tools 0.3 rc4 All All

Application Ipsec-tools Ipsec-tools 0.3 rc5 All All

Application Ipsec-tools Ipsec-tools 0.3.1 All All All

Application Ipsec-tools Ipsec-tools 0.3.2 All All All

Application Ipsec-tools Ipsec-tools 0.3.3 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc1 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc2 All All All
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Application Ipsec-tools Ipsec-tools 0.3_rc3 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc4 All All All

Application Ipsec-tools Ipsec-tools 0.3_rc5 All All All

Application Ipsec-tools Ipsec-tools 0.4 All All All

Application Ipsec-tools Ipsec-tools 0.4 rc1 All All

Application Ipsec-tools Ipsec-tools 0.5 All All All

Application Ipsec-tools Ipsec-tools 0.5.1 All All All

Application Ipsec-tools Ipsec-tools 0.5.2 All All All

Application Ipsec-tools Ipsec-tools 0.6 All All All

Application Ipsec-tools Ipsec-tools 0.6.1 All All All

Application Ipsec-tools Ipsec-tools 0.6.2 All All All

Application Ipsec-tools Ipsec-tools 0.6.3 All All All

Application Ipsec-tools Ipsec-tools 0.6.4 All All All

Application Ipsec-tools Ipsec-tools 0.6.5 All All All

Application Ipsec-tools Ipsec-tools 0.6.6 All All All

Application Ipsec-tools Ipsec-tools 0.6.7 All All All

Application Ipsec-tools Ipsec-tools 0.7 All All All

References

Reference Source Link Tags

About Security Update 2009-006 / Mac OS X v10.6.2 CONFIRM support.apple.com

trac.ipsec-tools.net/ticket/303 CONFIRM trac.ipsec-tools.net

'[oss-security] ipsec-tools 0.7.2' - MARC MLIST marc.info

Support / Security / Advisories / / MDVSA-2009:114 | Mandriva MANDRIVA www.mandriva.com

CVS log for src/crypto/dist/ipsec-tools/src/racoon/crypto_openssl.c CONFIRM cvsweb.netbsd.org

oss-security - Re: ipsec-tools 0.7.2 MLIST www.openwall.com

IPsec-Tools Prior to 0.7.2 Multiple Remote Denial Of Service Vulnerabilities BID www.securityfocus.com

APPLE-SA-2009-11-09-1 Security Update 2009-006 / Mac OS X v10.6.2 APPLE lists.apple.com

Red Hat update for ipsec-tools - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Debian update for ipsec-tools - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Gentoo update for ipsec-tools - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

CVS log for src/crypto/dist/ipsec-tools/src/racoon/nattraversal.c CONFIRM cvsweb.netbsd.org

USN-785-1: ipsec-tools vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com
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http://www.securityfocus.com/bid/34765
http://lists.apple.com/archives/security-announce/2009/Nov/msg00000.html
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http://secunia.com/advisories/35212
http://www.redhat.com/support/errata/RHSA-2009-1036.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10581
http://cvsweb.netbsd.org/bsdweb.cgi/src/crypto/dist/ipsec-tools/src/racoon/nattraversal.c
http://www.ubuntu.com/usn/USN-785-1
http://secunia.com/advisories/35685


IPsec Tools / Mailing Lists MLIST sourceforge.net Patch

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:012 SUSE lists.opensuse.org

Debian -- Security Information -- DSA-1804-1 ipsec-tools DEBIAN www.debian.org

Ubuntu update for ipsec-tools - Secunia.com SECUNIA secunia.com

src/crypto/dist/ipsec-tools/src/racoon/nattraversal.c - diff - 1.6.6.1 CONFIRM cvsweb.netbsd.org

Gentoo Linux Documentation -- IPSec Tools: Denial of Service GENTOO security.gentoo.org

[PROJECT ABANDONED] IPsec Tools download | SourceForge.net CONFIRM sourceforge.net

src/crypto/dist/ipsec-tools/src/racoon/crypto_openssl.c - diff - 1.11.6.5 CONFIRM cvsweb.netbsd.org

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFIRM kb.juniper.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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