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Multiple buffer overflows in the cifs subsystem in the Linux kernel before 2.6.29.4 allow remote CIFS servers to cause a der
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Operating System
Operating System
Operating System
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Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

References

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 8.04 All All All
Canonical Ubuntu Linux 8.10 All All All
Canonical Ubuntu Linux 9.04 All All All
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 8.04 All All All
Canonical Ubuntu Linux 8.10 All All All
Canonical Ubuntu Linux 9.04 All All All
Debian Debian Linux 4.0 All All All
Debian Debian Linux 5.0 All All All
Debian Debian Linux 4.0 All All All
Debian Debian Linux 5.0 All All All
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
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'Re: [oss-security] CVE request? buffer overflow in CIFS in 2.6.*' - MARC

Debian -- Security Information -- DSA-1844-1 linux-2.6.24

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20

'Re: [oss-security] CVE request? buffer overflow in CIFS in 2.6.*' - MARC

Repository / Oval Repository

Debian -- Security Information -- DSA-1865-1 linux-2.6
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kernel/git/torvalds/linux.git - Linux kernel source tree
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Support / Security / Advisories / / MDVSA-2009:148 | Mandriva

Red Hat update for kernel-rt - Secunia Advisories - Vulnerability Information - Secunia.com
USN-793-1: Linux kernel vulnerabilities | Ubuntu

Ubuntu update for linux and linux-source-2.6.15 - Secunia.com

oss-security - Re: Update - Re: CVE request? buffer overflow in CIFS in 2.6.*
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Fedora update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[SECURITY] Fedora 9 Update: kernel-2.6.27.24-78.2.53.fc9
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Bug 496572 — CVE-2009-1633 kernel: cifs: fix potential buffer overruns when converting unicode strings sent by server
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-09-10 Tomas Hoger This issue did not affect the versions of Linux kernel as shipped with Red Hat Enterprise Linux

/ ]

There are currently no legacy QID mappings associated with this CVE.
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