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Multiple buffer overflows in the Internet Agent (aka GWIA) component in Novell GroupWise 7.x before 7.03 HP3 and 8.x be

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Novell Groupwise 7.0 All All All
Novell Groupwise 7.0 spi All All
Novell Groupwise 7.0 sp2 All All
Novell Groupwise 7.0 sp3 All All
Novell Groupwise 7.0.0 spi All All
Novell Groupwise 7.0.0 sp2 All All
Novell Groupwise 7.0.2 All All All
Novell Groupwise 7.0.3 All All All
Novell Groupwise 7.01 All All All
Novell Groupwise 7.03 hpla All All
Novell Groupwise 7.03 hp2 All All
Novell Groupwise 8.0 hp1 All All
Novell Groupwise 7.0 All All All
Novell Groupwise 7.0 spi All All
Novell Groupwise 7.0 sp2 All All
Novell Groupwise 7.0 sp3 All All

Novell Groupwise 7.0.0 sp1i All All
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Access Denied

IBM X-Force Exchange

54645

54644

Access Denied

SecurityFocus

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

gl

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Novell GroupWise Internet Agent SMTP Request Processing Buffer Overflow Vulnerability

Novell GroupWise Internet Agent (GWIA) - Security Vulnerability in Email Address Processing

Novell GroupWise Internet Agent Email Address Processing Buffer Overflow Vulnerability

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Support | Novell GroupWise Internet Agent (GWIA) - Security Vulnerability Processing SMTP Requests

Novell GroupWise Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

GroupWise Internet Agent Buffer Overflows in SMTP Service Let Remote Users Execute Arbitrary Code - SecurityTracker
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