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Summary

CVE CVE-2009-1682

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-10 14:30:00 UTC

Updated 2009-06-19 05:32:00 UTC

Description Apple Safari before 4.0 does not properly check for revoked Extended Validation (EV) certificates, which makes it easier for remote attackers to trick a user into accepting an invalid certificate.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Safari 0.8 - mac All

Application Apple Safari 0.9 - mac All

Application Apple Safari 1.0 - mac All

Application Apple Safari 1.0.3 - mac All

Application Apple Safari 1.1 - mac All

Application Apple Safari 1.2 - mac All

Application Apple Safari 1.3 - mac All

Application Apple Safari 1.3.1 - mac All

Application Apple Safari 1.3.2 - mac All

Application Apple Safari 2.0 - mac All

Application Apple Safari 2.0.2 - mac All

Application Apple Safari 2.0.4 - mac All

Application Apple Safari 3.0 - mac All

Application Apple Safari 3.0 - windows All

Application Apple Safari 3.0.1 - windows All

Application Apple Safari 3.0.2 - mac All

Application Apple Safari 3.0.2 - windows All
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Application Apple Safari 3.0.2 - windows All

Application Apple Safari 3.0.3 - mac All

Application Apple Safari 3.0.3 - windows All

Application Apple Safari 3.0.4 - mac All

Application Apple Safari 3.0.4 - windows All

Application Apple Safari 3.1 - mac All

Application Apple Safari 3.1 - windows All

Application Apple Safari 3.1.1 - mac All

Application Apple Safari 3.1.1 - windows All

Application Apple Safari 3.1.2 - mac All

Application Apple Safari 3.1.2 - windows All

Application Apple Safari 3.2 - windows All

Application Apple Safari 3.2.1 - mac All

Application Apple Safari 3.2.1 - windows All

Application Apple Safari 3.2.2 - windows All

Application Apple Safari 3.2.3 - mac All

Application Apple Safari 0.8 - mac All

Application Apple Safari 0.9 - mac All

Application Apple Safari 1.0 - mac All

Application Apple Safari 1.0.3 - mac All

Application Apple Safari 1.1 - mac All

Application Apple Safari 1.2 - mac All

Application Apple Safari 1.3 - mac All

Application Apple Safari 1.3.1 - mac All

Application Apple Safari 1.3.2 - mac All

Application Apple Safari 2.0 - mac All

Application Apple Safari 2.0.2 - mac All

Application Apple Safari 2.0.4 - mac All

Application Apple Safari 3.0 - mac All

Application Apple Safari 3.0 - windows All

Application Apple Safari 3.0.1 - windows All

Application Apple Safari 3.0.2 - mac All

Application Apple Safari 3.0.2 - windows All

Application Apple Safari 3.0.3 - mac All

Application Apple Safari 3.0.3 - windows All

Application Apple Safari 3.0.4 - mac All
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Application Apple Safari 3.0.4 - windows All

Application Apple Safari 3.1 - mac All

Application Apple Safari 3.1 - windows All

Application Apple Safari 3.1.1 - mac All

Application Apple Safari 3.1.1 - windows All

Application Apple Safari 3.1.2 - mac All

Application Apple Safari 3.1.2 - windows All

Application Apple Safari 3.2 - windows All

Application Apple Safari 3.2.1 - mac All

Application Apple Safari 3.2.1 - windows All

Application Apple Safari 3.2.2 - windows All

Application Apple Safari 3.2.3 - mac All

Application Apple Safari All - windows All

Application Apple Safari All - mac All

References

Reference Source Link

54982 OSVDB osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Apple Safari Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

APPLE-SA-2009-06-08-1 Safari 4.0 APPLE lists.apple.com

About the security content of Safari 4.0 CONFIRM support.apple.com

SecurityTracker.com Archives - Apple Safari Extended Validation Certificate Revocation Check Can Be Bypassed SECTRACK www.securitytracker.com

Safari X.509 Extended Validation Certificate Revocation Security Bypass Vulnerability BID www.securityfocus.com

RETIRED: Apple Safari Prior to 4.0 Multiple Security Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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