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Summary

CVE CVE-2009-1724

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-09 17:30:00 UTC

Updated 2022-08-09 13:48:00 UTC

Description Cross-site scripting (XSS) vulnerability in WebKit in Apple Safari before 4.0.2, as used on iPhone OS before 3.1, iPhone OS before 3.1.1 for iPod touch, and other platforms, allows remote attackers to inject arbitrary web script or HTML via vectors related to parent and top objects.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Apple Iphone All All All All

Hardware Apple Iphone All All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os 1.0.0 All All All

Operating System Apple Iphone Os 1.0.1 All All All

Operating System Apple Iphone Os 1.0.2 All All All

Operating System Apple Iphone Os 1.1.0 All All All

Operating System Apple Iphone Os 1.1.1 All All All

Operating System Apple Iphone Os 1.1.2 All All All

Operating System Apple Iphone Os 1.1.3 All All All

Operating System Apple Iphone Os 1.1.4 All All All

Operating System Apple Iphone Os 1.1.5 All All All

Operating System Apple Iphone Os 2.0 All All All

Operating System Apple Iphone Os 2.0.0 All All All

Operating System Apple Iphone Os 2.0.1 All All All

Operating System Apple Iphone Os 2.0.2 All All All

Operating System Apple Iphone Os 2.1 All All All
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Operating System Apple Iphone Os 2.1 All All All

Operating System Apple Iphone Os 2.1.1 All All All

Operating System Apple Iphone Os 2.2 All All All

Operating System Apple Iphone Os 2.2.1 All All All

Operating System Apple Iphone Os 3.0 All All All

Operating System Apple Iphone Os 3.0.1 All All All

Operating System Apple Iphone Os 1.0.0 All All All

Operating System Apple Iphone Os 1.0.1 All All All

Operating System Apple Iphone Os 1.0.2 All All All

Operating System Apple Iphone Os 1.1.0 All All All

Operating System Apple Iphone Os 1.1.1 All All All

Operating System Apple Iphone Os 1.1.2 All All All

Operating System Apple Iphone Os 1.1.3 All All All

Operating System Apple Iphone Os 1.1.4 All All All

Operating System Apple Iphone Os 1.1.5 All All All

Operating System Apple Iphone Os 2.0 All All All

Operating System Apple Iphone Os 2.0.0 All All All

Operating System Apple Iphone Os 2.0.1 All All All

Operating System Apple Iphone Os 2.0.2 All All All

Operating System Apple Iphone Os 2.1 All All All

Operating System Apple Iphone Os 2.1.1 All All All

Operating System Apple Iphone Os 2.2 All All All

Operating System Apple Iphone Os 2.2.1 All All All

Operating System Apple Iphone Os 3.0 All All All

Operating System Apple Iphone Os 3.0.1 All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os All All All All

Hardware Apple Ipod Touch All All All All

Hardware Apple Ipod Touch All All All All

Application Apple Safari 2.0 All All All

Application Apple Safari 2.0.0 All All All

Application Apple Safari 2.0.1 All All All

Application Apple Safari 2.0.2 All All All

Application Apple Safari 2.0.3 All All All

Application Apple Safari 2.0.3 417.8 All All

Application Apple Safari 2.0.3 417.9 All All
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Application Apple Safari 2.0.3 417.9.2 All All

Application Apple Safari 2.0.3 417.9.3 All All

Application Apple Safari 2.0.4 All All All

Application Apple Safari 3.0 All All All

Application Apple Safari 3.0.0 All All All

Application Apple Safari 3.0.0b All All All

Application Apple Safari 3.0.1 All All All

Application Apple Safari 3.0.1 beta All All

Application Apple Safari 3.0.1b All All All

Application Apple Safari 3.0.2 All All All

Application Apple Safari 3.0.2b All All All

Application Apple Safari 3.0.3 All All All

Application Apple Safari 3.0.3b All All All

Application Apple Safari 3.0.4 All All All

Application Apple Safari 3.0.4b All All All

Application Apple Safari 3.1.0 All All All

Application Apple Safari 3.1.0b All All All

Application Apple Safari 3.1.1 All All All

Application Apple Safari 3.1.2 All All All

Application Apple Safari 3.2.0 All All All

Application Apple Safari 3.2.1 All All All

Application Apple Safari 3.2.2 All All All

Application Apple Safari 4.0 All All All

Application Apple Safari 4.0.0b All All All

Application Apple Safari 2.0 All All All

Application Apple Safari 2.0.0 All All All

Application Apple Safari 2.0.1 All All All

Application Apple Safari 2.0.2 All All All

Application Apple Safari 2.0.3 All All All

Application Apple Safari 2.0.3 417.8 All All

Application Apple Safari 2.0.3 417.9 All All

Application Apple Safari 2.0.3 417.9.2 All All

Application Apple Safari 2.0.3 417.9.3 All All

Application Apple Safari 2.0.4 All All All

Application Apple Safari 3.0 All All All

Application Apple Safari 3.0.0 All All All
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Application Apple Safari 3.0.0 All All All

Application Apple Safari 3.0.0b All All All

Application Apple Safari 3.0.1 All All All

Application Apple Safari 3.0.1 beta All All

Application Apple Safari 3.0.1b All All All

Application Apple Safari 3.0.2 All All All

Application Apple Safari 3.0.2b All All All

Application Apple Safari 3.0.3 All All All

Application Apple Safari 3.0.3b All All All

Application Apple Safari 3.0.4 All All All

Application Apple Safari 3.0.4b All All All

Application Apple Safari 3.1.0 All All All

Application Apple Safari 3.1.0b All All All

Application Apple Safari 3.1.1 All All All

Application Apple Safari 3.1.2 All All All

Application Apple Safari 3.2.0 All All All

Application Apple Safari 3.2.1 All All All

Application Apple Safari 3.2.2 All All All

Application Apple Safari 4.0 All All All

Application Apple Safari 4.0.0b All All All

Application Apple Safari All All All All

References

Reference

55738

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

504 Gateway Time-out

APPLE-SA-2009-09-09-1 iPhone OS 3.1 and iPhone OS 3.1.1 for iPod touch

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityTracker.com Archives - Apple Safari Flaw in WebKit in Processing Parent and Top Objects Lets Remote Users Conduct Cross-Site Scripting Attacks

APPLE-SA-2009-07-08-1 Safari 4.0.2

About the security content of Safari 4.0.2

Apple Safari Two WebKit Component Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

Repository / Oval Repository

About the security content of iPhone OS 3.1 and iPhone OS 3.1.1 for iPod touch

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002
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Apple iPhone / iPod touch Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

SUSE update for Multiple Packages - Secunia.com

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-08-07 Tomas Hoger Not vulnerable. This issue did not affect the versions of the kdelibs packages, as shipped with Red Hat Enterprise Linux 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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