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Summary

CVE CVE-2009-1769

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-22 18:30:00 UTC

Updated 2023-11-07 02:03:00 UTC

Description The web interface in Open Computer and Software Inventory Next Generation (OCS Inventory NG) 1.01 generates different error messages depending on whether a username is valid, which allows remote attackers to enumerate valid usernames.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ocsinventory-ng Ocs Inventory Ng 1.01 All All All

Application Ocsinventory-ng Ocs Inventory Ng 1.01 All All All

References

Reference Source

OCS Inventory NG Web Interface User Account Enumeration Weakness - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

OCS Inventory NG - Active Contributions

[SECURITY] Fedora 11 Update: ocsinventory-1.02.1-1.fc11 FEDORA

[SECURITY] Fedora 9 Update: ocsinventory-1.02.1-1.fc9 FEDORA

OCS Inventory NG - Active Contributions MISC

Fedora update for ocsinventory - Secunia.com SECUNIA

[SECURITY] Fedora 10 Update: ocsinventory-1.02.1-1.fc10 FEDORA

#529344 - ocsinventory-reports: Different errors for bad username and for valid username with bad password - Debian Bug report logs CONFIRM

OCS Inventory NG Existing/Non-Existing Username Enumeration Weakness BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

https://cve.report/
https://cve.report/CVE-2009-1769/mitre
https://cve.report/CVE-2009-1769/nist
https://cve.report/CVE-2009-1769/cve_org
https://cve.report/api/cve/CVE-2009-1769.json
https://cve.report/CVE-2009-1769.pdf
http://cve.report/vendor/ocsinventory-ng
http://cve.report/software/ocsinventory-ng/ocs_inventory_ng
http://cve.report/vendor/ocsinventory-ng
http://cve.report/software/ocsinventory-ng/ocs_inventory_ng
http://secunia.com/advisories/35157
http://www.ocsinventory-ng.org/index.php?mact=News%252Ccntnt01%252Cdetail%252C0&cntnt01articleid=133&cntnt01returnid=69
https://www.redhat.com/archives/fedora-package-announce/2009-June/msg00057.html
https://www.redhat.com/archives/fedora-package-announce/2009-June/msg00050.html
http://www.ocsinventory-ng.org/index.php?mact=News,cntnt01,detail,0&cntnt01articleid=133&cntnt01returnid=69
http://secunia.com/advisories/35313
https://www.redhat.com/archives/fedora-package-announce/2009-June/msg00063.html
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=529344
http://www.securityfocus.com/bid/35023
https://www.cve.org/CVERecord?id=CVE-2009-1769
https://nvd.nist.gov/vuln/detail/CVE-2009-1769


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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