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Summary

CVE CVE-2009-1784

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-22 20:30:00 UTC

Updated 2020-02-10 21:16:00 UTC

Description The AVG parsing engine 8.5 323, as used in multiple AVG anti-virus products including Anti-Virus Network Edition, Internet Security Netzwerk Edition, Server Edition für Linux/FreeBSD, Anti-Virus SBS Edition, and others allows remote attackers to bypass malware detection via a crafted (1) RAR and (2) ZIP archive.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avg Avg Anti-virus 6.0.710 All All All

Application Avg Avg Anti-virus 7.0 All All All

Application Avg Avg Anti-virus 7.0.251 All All All

Application Avg Avg Anti-virus 7.0.323 All All All

Application Avg Avg Anti-virus 7.1.308 All All All

Application Avg Avg Anti-virus 7.1.407 All All All

Application Avg Avg Anti-virus 7.5.448 All All All

Application Avg Avg Anti-virus 7.5.476 All All All

Application Avg Avg Anti-virus 7.5.51 All All All

Application Avg Avg Anti-virus 8.0 All All All

Application Avg Avg Anti-virus 6.0.710 All All All

Application Avg Avg Anti-virus 7.0 All All All

Application Avg Avg Anti-virus 7.0.251 All All All

Application Avg Avg Anti-virus 7.0.323 All All All

Application Avg Avg Anti-virus 7.1.308 All All All

Application Avg Avg Anti-virus 7.1.407 All All All

Application Avg Avg Anti-virus 7.5.448 All All All
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Application Avg Avg Anti-virus 7.5.448 All All All

Application Avg Avg Anti-virus 7.5.476 All All All

Application Avg Avg Anti-virus 7.5.51 All All All

Application Avg Avg Anti-virus 8.0 All All All

Application Avg Avg Anti-virus All All All All

References

Reference Source Link Tags

Multiple AVG Products RAR/ZIP Files Scan Evasion Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Secdev - Thierry Zoller: Advisory: AVG Zip evasion / bypass MISC blog.zoller.lu

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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