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Summary

CVE CVE-2009-1789

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-26 16:30:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description mod/server.mod/servmsg.c in Eggheads Eggdrop and Windrop 1.6.19 and earlier allows remote attackers to cause a denial of service (crash) via a crafted PRIVMSG that causes an empty string to trigger a negative string length copy. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eggheads Eggdrop 1.6.0 All All All

Application Eggheads Eggdrop 1.6.1 All All All

Application Eggheads Eggdrop 1.6.10 All All All

Application Eggheads Eggdrop 1.6.11 All All All

Application Eggheads Eggdrop 1.6.12 All All All

Application Eggheads Eggdrop 1.6.13 All All All

Application Eggheads Eggdrop 1.6.14 All All All

Application Eggheads Eggdrop 1.6.15 All All All

Application Eggheads Eggdrop 1.6.16 All All All

Application Eggheads Eggdrop 1.6.17 All All All

Application Eggheads Eggdrop 1.6.18 All All All

Application Eggheads Eggdrop 1.6.18 rc1 All All

Application Eggheads Eggdrop 1.6.2 All All All

Application Eggheads Eggdrop 1.6.3 All All All

Application Eggheads Eggdrop 1.6.4 All All All

Application Eggheads Eggdrop 1.6.5 All All All

Application Eggheads Eggdrop 1.6.6 All All All
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Application Eggheads Eggdrop 1.6.6 All All All

Application Eggheads Eggdrop 1.6.7 All All All

Application Eggheads Eggdrop 1.6.8 All All All

Application Eggheads Eggdrop 1.6.9 All All All

Application Eggheads Eggdrop 1.6.0 All All All

Application Eggheads Eggdrop 1.6.1 All All All

Application Eggheads Eggdrop 1.6.10 All All All

Application Eggheads Eggdrop 1.6.11 All All All

Application Eggheads Eggdrop 1.6.12 All All All

Application Eggheads Eggdrop 1.6.13 All All All

Application Eggheads Eggdrop 1.6.14 All All All

Application Eggheads Eggdrop 1.6.15 All All All

Application Eggheads Eggdrop 1.6.16 All All All

Application Eggheads Eggdrop 1.6.17 All All All

Application Eggheads Eggdrop 1.6.18 All All All

Application Eggheads Eggdrop 1.6.18 rc1 All All

Application Eggheads Eggdrop 1.6.2 All All All

Application Eggheads Eggdrop 1.6.3 All All All

Application Eggheads Eggdrop 1.6.4 All All All

Application Eggheads Eggdrop 1.6.5 All All All

Application Eggheads Eggdrop 1.6.6 All All All

Application Eggheads Eggdrop 1.6.7 All All All

Application Eggheads Eggdrop 1.6.8 All All All

Application Eggheads Eggdrop 1.6.9 All All All

Application Eggheads Eggdrop Irc Bot All All All All

Application Philip Moore Windrop 1.4.4 All final All

Application Philip Moore Windrop 1.4.6 All All All

Application Philip Moore Windrop 1.5.4 All final All

Application Philip Moore Windrop 1.5.4 rc1 All All

Application Philip Moore Windrop 1.5.4 rc2 All All

Application Philip Moore Windrop 1.5.4a All All All

Application Philip Moore Windrop 1.6.0 All final All

Application Philip Moore Windrop 1.6.0 rc1 All All

Application Philip Moore Windrop 1.6.0 rc1-rel2 All All

Application Philip Moore Windrop 1.6.1 All All All

Application Philip Moore Windrop 1.6.10 All All All
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Application Philip Moore Windrop 1.6.12 All All All

Application Philip Moore Windrop 1.6.13 All All All

Application Philip Moore Windrop 1.6.15 All All All

Application Philip Moore Windrop 1.6.16 All All All

Application Philip Moore Windrop 1.6.17 All All All

Application Philip Moore Windrop 1.6.18 All All All

Application Philip Moore Windrop 1.6.19+ctcpfix All All All

Application Philip Moore Windrop 1.6.19\+ctcpfix All All All

Application Philip Moore Windrop 1.6.2+bindsfix All All All

Application Philip Moore Windrop 1.6.2\+bindsfix All All All

Application Philip Moore Windrop 1.6.3 All All All

Application Philip Moore Windrop 1.6.4 sr1 All All

Application Philip Moore Windrop 1.6.6 All All All

Application Philip Moore Windrop 1.6.7 All All All

Application Philip Moore Windrop 1.6.8 All All All

Application Philip Moore Windrop 1.6.9 All All All

Application Philip Moore Windrop 1.4.4 All final All

Application Philip Moore Windrop 1.4.6 All All All

Application Philip Moore Windrop 1.5.4 All final All

Application Philip Moore Windrop 1.5.4 rc1 All All

Application Philip Moore Windrop 1.5.4 rc2 All All

Application Philip Moore Windrop 1.5.4a All All All

Application Philip Moore Windrop 1.6.0 All final All

Application Philip Moore Windrop 1.6.0 rc1 All All

Application Philip Moore Windrop 1.6.0 rc1-rel2 All All

Application Philip Moore Windrop 1.6.1 All All All

Application Philip Moore Windrop 1.6.10 All All All

Application Philip Moore Windrop 1.6.12 All All All

Application Philip Moore Windrop 1.6.13 All All All

Application Philip Moore Windrop 1.6.15 All All All

Application Philip Moore Windrop 1.6.16 All All All

Application Philip Moore Windrop 1.6.17 All All All

Application Philip Moore Windrop 1.6.18 All All All

Application Philip Moore Windrop 1.6.19\+ctcpfix All All All

Application Philip Moore Windrop 1.6.2\+bindsfix All All All

Application Philip Moore Windrop 1.6.3 All All All
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Application Philip Moore Windrop 1.6.3 All All All

Application Philip Moore Windrop 1.6.4 sr1 All All

Application Philip Moore Windrop 1.6.6 All All All

Application Philip Moore Windrop 1.6.7 All All All

Application Philip Moore Windrop 1.6.8 All All All

Application Philip Moore Windrop 1.6.9 All All All

Application Philip Moore Windrop All All All All

References

Reference Source Link Tags

Debian update for eggdrop - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Fedora update for eggdrop - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[cvs] Contents of /eggdrop1.6/doc/Changes1.6 CONFIRM cvs.eggheads.org Patch, Vendor Advisory

54460 OSVDB osvdb.org

20090514 eggdrop/windrop remote crash vulnerability FULLDISC archives.neohapsis.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian -- Security Information -- DSA-1826-1 eggdrop DEBIAN www.debian.org

Eggdrop servmsg.c Denial of Service Vulnerability - Advisories - Community SECUNIA secunia.com Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Patch, Vendor Advisory

[SECURITY] Fedora 9 Update: eggdrop-1.6.19-4.fc9 FEDORA www.redhat.com

Support / Security / Advisories / / MDVSA-2009:126 | Mandriva MANDRIVA www.mandriva.com

504 Gateway Time-out BID www.securityfocus.com

Eggdrop/Windrop 1.6.19 ctcpbuf Remote Crash Vulnerability EXPLOIT-DB www.exploit-db.com

#528778 - eggdrop: incomplete patch for CVE-2007-2807 - Debian Bug report logs CONFIRM bugs.debian.org

SecurityFocus BUGTRAQ www.securityfocus.com

[SECURITY] Fedora 10 Update: eggdrop-1.6.19-4.fc10 FEDORA www.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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