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FreePBX 2.5.1, and other 2.4.x, 2.5.x, and pre-release 2.6.x versions, generates different error messages for a failed login .

Risk And Classification

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx

Freepbx

Product
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx

Freepbx

Version

2.4
2.4.0_betal
2.4.0_beta2
2.4.1

25

2.5.0rc2
2.5.0rc3
2.5.0_betal
2.5.1

252

2.4

2.4.0 betal
2.4.0_beta2
2.41

25

2.5.0rc2

2.5.0rc3

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2009-1803/mitre
https://cve.report/CVE-2009-1803/nist
https://cve.report/CVE-2009-1803/cve_org
https://cve.report/CVE-2009-1803.pdf
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx
http://cve.report/vendor/freepbx
http://cve.report/software/freepbx/freepbx

Application
Application
Application
Application
Application
Application

Application

Freepbx
Freepbx
Freepbx
Sangoma
Sangoma
Sangoma

Sangoma

Freepbx
Freepbx
Freepbx
Freepbx
Freepbx
Freepbx

Freepbx

2.5.0_betat
2.5.1
252
2.4.0
2.5.0
2.4.0

25.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

54263

CVE Program record

1]

NVD vulnerability detail

freePBX Multiple Vulnerabilities - Advisories - Community

FreePBX Multiple Cross Site Scripting and Information Disclosure Vulnerabilities

#3660 (CSS and CSRF Security Vulnerabilities and User Account Enumeration) - FreePBX - Trac

Source

SECUNIA

OSvDB

CONFIRM

BID

CVE.ORG

NVD

Link Ti
secunia.com Vi
www.osvdb.org

freepbx.org
www.securityfocus.com P
www.cve.org ce

nvd.nist.gov ce

SRR AR A AR A |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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