VE-2009-182

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2009-1828
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-29 20:30:00 UTC
Updated 2018-10-10 19:38:00 UTC
Description Mozilla Firefox 3.0.10 allows remote attackers to cause a denial of service (infinite loop, application hang, and memory con:

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.0.10 All All All

Application Mozilla Firefox 3.0.10 All All All

Reference [
SecurityFocus |
SecurityFocus |

20090527 [TZ0O-27-2009] Firefox Denial of Service (Keygen) I
Mozilla Firefox 3.0.10 - 'KEYGEN' Remote Denial of Service - Multiple dos Exploit |
20090528 Re: [TZO-27-2009] Firefox Denial of Service (Keygen) I
IBM X-Force Exchange )
Secdev - Thierry Zoller: Advisory : Firefox Denial of Service (KEYGEN) I
DoS ypasnuocri B Firefox, IE, Chrome Ta Opera - Websecurity - Be6 6eanexa |
Mozilla Firefox 'keygen' HTML Tag Denial of Service Vulnerability |
Repository / Oval Repository (
469565 — (CVE-2009-1828) Keygen Tag endless loop and (not always reproducable) Memory corruption [@ NSSRWLock_LockRead_Util] |

CVE Program record (



https://cve.report/
https://cve.report/CVE-2009-1828/mitre
https://cve.report/CVE-2009-1828/nist
https://cve.report/CVE-2009-1828/cve_org
https://cve.report/api/cve/CVE-2009-1828.json
https://cve.report/CVE-2009-1828.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://www.securityfocus.com/archive/1/506328/100/100/threaded
http://www.securityfocus.com/archive/1/503876/100/0/threaded
http://archives.neohapsis.com/archives/fulldisclosure/2009-05/0247.html
https://www.exploit-db.com/exploits/8822
http://archives.neohapsis.com/archives/fulldisclosure/2009-05/0263.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/50838
http://blog.zoller.lu/2009/04/advisory-firefox-denial-of-service.html
http://websecurity.com.ua/3194/
http://www.securityfocus.com/bid/35132
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5928
https://bugzilla.mozilla.org/show_bug.cgi?id=469565
https://www.cve.org/CVERecord?id=CVE-2009-1828
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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