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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-1835

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
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Mozilla Firefox before 3.0.11 and SeaMonkey before 1.1.17 associate local documents with external domain names locatec
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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491801 — (CVE-2009-1835) Arbitrary domain cookie access from content loaded via local file (file:/// URL)
rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 9 Update: ruby-gnome2-0.17.0-10.fc9

Mozilla Firefox/SeaMonkey 'file://' URI Information Disclosure Vulnerability

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Information - Secunia.com
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Red Hat update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com

The Slackware Linux Project: Slackware Security Advisories

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

Bug 503576 — CVE-2009-1835 Firefox Arbitrary domain cookie access by local file: resources

Debian -- Security Information -- DSA-1820-1 xulrunner

265068

MFSA 2009-26: Arbitrary domain cookie access by local file: resources

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 10 Update: seamonkey-1.1.17-1.fc10

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

RETIRED: Mozilla Firefox/Thunderbird/SeaMonkey MFSA 2009-24 through 32 Multiple Vulnerabilities
Slackware update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com
Fedora update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com

Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 10 Update: devhelp-0.22-9.fc10

55161

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

The Slackware Linux Project: Slackware Security Advisories

[SECURITY] Fedora 11 Update: seamonkey-1.1.17-1.fc11

1020800

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail

/

UUIVe

CONFIRM
REDHAT
FEDORA
BID
SECUNIA
SECUNIA
SECUNIA
SLACKWARE
SECUNIA
CONFIRM
DEBIAN
SUNALERT
CONFIRM
OVAL
REDHAT
FEDORA
VUPEN
BID
SECUNIA
SECUNIA
SECUNIA
FEDORA
OSvDB
VUPEN
SLACKWARE
FEDORA
SUNALERT
SECUNIA
CVE.ORG

NVD
|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

FETITN
bugzilla.mozilla.:
rhn.redhat.com
www.redhat.con
www.securityfoc
secunia.com
secunia.com
secunia.com
slackware.com
secunia.com
bugzilla.redhat.c
www.debian.org
sunsolve.sun.co
www.mozilla.org
oval.cisecurity.o
rhn.redhat.com
www.redhat.con
Www.vupen.cormn
www.securityfoc
secunia.com
secunia.com
secunia.com
www.redhat.con
osvdb.org
WWW.vupen.corm
slackware.com
www.redhat.con
sunsolve.sun.co
secunia.com
www.cve.org

nvd.nist.gov

il


https://bugzilla.mozilla.org/show_bug.cgi?id=491801
https://rhn.redhat.com/errata/RHSA-2009-1095.html
https://www.redhat.com/archives/fedora-package-announce/2009-June/msg00657.html
http://www.securityfocus.com/bid/35391
http://secunia.com/advisories/35415
http://secunia.com/advisories/35331
http://secunia.com/advisories/35428
http://slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.372468
http://secunia.com/advisories/35431
https://bugzilla.redhat.com/show_bug.cgi?id=503576
http://www.debian.org/security/2009/dsa-1820
http://sunsolve.sun.com/search/document.do?assetkey=1-26-265068-1
http://www.mozilla.org/security/announce/2009/mfsa2009-26.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9803
http://rhn.redhat.com/errata/RHSA-2009-1096.html
https://www.redhat.com/archives/fedora-package-announce/2009-July/msg00444.html
http://www.vupen.com/english/advisories/2009/2152
http://www.securityfocus.com/bid/35326
http://secunia.com/advisories/35561
http://secunia.com/advisories/35882
http://secunia.com/advisories/35468
https://www.redhat.com/archives/fedora-package-announce/2009-June/msg00574.html
http://osvdb.org/55161
http://www.vupen.com/english/advisories/2009/1572
http://slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.425408
https://www.redhat.com/archives/fedora-package-announce/2009-July/msg00504.html
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1020800.1-1
http://secunia.com/advisories/35439
https://www.cve.org/CVERecord?id=CVE-2009-1835
https://nvd.nist.gov/vuln/detail/CVE-2009-1835
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