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Summary

CVE CVE-2009-1839

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-12 21:30:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description Mozilla Firefox 3 before 3.0.11 associates an incorrect principal with a file: URL loaded through the location bar, which allows user-assisted remote attackers to bypass intended access restrictions and read files via a crafted HTML document, aka a "file-URL-to-file-URL scripting" attack.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0 alpha All All

Application Mozilla Firefox 3.0 beta2 All All

Application Mozilla Firefox 3.0 beta5 All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Firefox 3.0.6 All All All

Application Mozilla Firefox 3.0.7 All All All

Application Mozilla Firefox 3.0.8 All All All

Application Mozilla Firefox 3.0.9 All All All

Application Mozilla Firefox 3.0beta5 All All All

Application Mozilla Firefox 3.1 beta1 All All

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0 alpha All All
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Application Mozilla Firefox 3.0 alpha All All

Application Mozilla Firefox 3.0 beta2 All All

Application Mozilla Firefox 3.0 beta5 All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Firefox 3.0.6 All All All

Application Mozilla Firefox 3.0.7 All All All

Application Mozilla Firefox 3.0.8 All All All

Application Mozilla Firefox 3.0.9 All All All

Application Mozilla Firefox 3.0beta5 All All All

Application Mozilla Firefox 3.1 beta1 All All

Application Mozilla Firefox All All All All
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rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

[SECURITY] Fedora 9 Update: ruby-gnome2-0.17.0-10.fc9 FEDORA www.redhat.com
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The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com
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Repository / Oval Repository OVAL oval.cisecurity.org

Debian -- Security Information -- DSA-1820-1 xulrunner DEBIAN www.debian.org

RETIRED: Mozilla Firefox/Thunderbird/SeaMonkey MFSA 2009-24 through 32 Multiple Vulnerabilities BID www.securityfocus.com

Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 10 Update: devhelp-0.22-9.fc10 FEDORA www.redhat.com

Bug 503581 – CVE-2009-1839 Firefox information disclosure flaw CONFIRM bugzilla.redhat.com

MFSA 2009-30: Incorrect principal set for file: resources loaded via location bar CONFIRM www.mozilla.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

264308 SUNALERT sunsolve.sun.com

Mozilla Firefox/Thunderbird/SeaMonkey 'file://' URI Security Bypass Vulnerability BID www.securityfocus.com

55163 OSVDB osvdb.org

479943 – (CVE-2009-1839) Restrictions on file-URL-to-file-URL scripting don't appear to be working properly CONFIRM bugzilla.mozilla.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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