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CVE-2009-1872

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AV-NIACMIAUNICNIPIAN Certain versions of Coldfusion from Adobe contain the foIIowing
’ vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in Adobe ColdFusion
Server 8.0.1, 8, and earlier allow remote attackers to inject arbitrary
web script or HTML via (1) the startRow parameter to
administrator/logviewer/searchlog.cfm, or the query string to (2)
wizards/common/_logintowizard.cfm, (3)
wizards/common/_authenticatewizarduser.cfm, or (4) administrator/enter.cfm.

CVE-2009-1872 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Adobe - Security Bulletins: APSB09-12 Security Update: .\ CONFIRM

Hotfixes available for ColdFusion and JRun www.adobe.com/support/security/bulletins/apsb09-
12.html

() OSVDB 57185

Not Archived

) OSVDB 57182

Not Archived

Ninital Secniritv Reacerarrh Grann - INKFC.R(G-NA-N221 4 MIKQC waww Aeerrn cam/naneachnil/ehaw nhn?



https://cve.report/
https://cve.report/CVE-2009-1872/mitre
https://cve.report/CVE-2009-1872/nist
https://cve.report/CVE-2009-1872/cve_org
https://cve.report/CVE-2009-1872.pdf
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.adobe.com/support/security/bulletins/apsb09-12.html
http://osvdb.org/57185
http://osvdb.org/57182
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Adobe Coldfusion 8 - Multiple Linked XSS Vulnerabilies id=122

SecurityFocus ) BUGTRAQ 20090817 [DSECRG-09-022]
Adobe Coldfusion 8 Multiple Linked XSS
Vulnerabilies
() OSVDB 57183
() OSVDB 57184

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Coldfusion 6.0 All All All
Application Adobe Coldfusion 6.0 All enterprise_multi-server All
Application Adobe Coldfusion 6.0 All enterprise_server All
Application Adobe Coldfusion 6.0 All linux All
Application Adobe Coldfusion 6.0 All solaris All
Application Adobe Coldfusion 6.1 All All All
Application Adobe Coldfusion 6.1 All enterprise_multi-server All
Application Adobe Coldfusion 6.1 All enterprise_server All
Application Adobe Coldfusion 6.1 All linux All
Application Adobe Coldfusion 6.1 All solaris All
Application Adobe Coldfusion 7.0 All All All
Application Adobe Coldfusion 7.0 All enterprise_multi-server All
Application Adobe Coldfusion 7.0 All enterprise_server All
Application Adobe Coldfusion 7.0 All linux All
Application Adobe Coldfusion 7.0 All solaris All
Application Adobe Coldfusion 7.0.1 All All All
Application Adobe Coldfusion 7.0.2 All All All
Application Adobe Coldfusion 7.2 unknown mx All

Application Adobe Coldfusion 8.0 All All All
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Application Adobe Coldfusion 8.1 All
Application Adobe Coldfusion 6.0 All
Application Adobe Coldfusion 6.0 All
Application Adobe Coldfusion 6.0 All
Application Adobe Coldfusion 6.0 All
Application Adobe Coldfusion 6.0 All
Application Adobe Coldfusion 6.1 All
Application Adobe Coldfusion 6.1 All
Application Adobe Coldfusion 6.1 All
Application Adobe Coldfusion 6.1 All
Application Adobe Coldfusion 6.1 All
Application Adobe Coldfusion 7.0 All
Application Adobe Coldfusion 7.0 All
Application Adobe Coldfusion 7.0 All
Application Adobe Coldfusion 7.0 All
Application Adobe Coldfusion 7.0 All
Application Adobe Coldfusion 7.0.1 All
Application Adobe Coldfusion 7.0.2 All
Application Adobe Coldfusion 7.2 unknown
Application Adobe Coldfusion 8.0 All
Application Adobe Coldfusion 8.1 All
Application Adobe Coldfusion All All

cpe:2.3:a:adobe:coldfusion:6.0:*:*:*:**:*:*:

LRk kR k.
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cpe:2.3:a:adobe:coldfusion:7.0.1:* "

cpe:2.3:a:adobe:coldfusion:7.0.2:*:*:* """

ARk kKK,

cpe:2.3:a:adobe:coldfusion:7.2:unknown:mx:*:*:*:*:*:

ARk kKKK k.

cpe:2.3:a:adobe:coldfusion:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:coldfusion:8.1:%:":* 7 "

cpe:2.3:a:adobe:coldfusion:6.0:*:*:*:*:*:*:*:

akak kKK,

cpe:2.3:a:adobe:coldfusion:6.0:*:enterprise_server:*:*:*:*:*:

AkakLk kLK,

cpe:2.3:a:adobe:coldfusion:6.0:*:linux:*:*:*:*:*:

akk kKK,

cpe:2.3:a:adobe:coldfusion:6.0:*:solaris:*:*:*:*:*:

cpe:2.3:a:adobe:coldfusion:6.1:*:*:****:*:

KKKk Lk,

cpe:2.3:a:adobe:coldfusion:6.1:*:enterprise_server:*:*:*:*:*:

AkakLk kLK,

cpe:2.3:a:adobe:coldfusion:6.1:*:linux:*:*:*:*:*:

ARk ak kLK,

cpe:2.3:a:adobe:coldfusion:6.1:*:solaris:*:*:*:*:*:

AKakak kR kK,

cpe:2.3:a:adobe:coldfusion:7.0:*:* " :*:

kKK kK,

cpe:2.3:a:adobe:coldfusion:7.0:*:solaris:*:*:*:*:*:
cpe:2.3:a:adobe:coldfusion:7.0.1:* " "
cpe:2.3:a:adobe:coldfusion:7.0.2:** " **:*:

cpe:2.3:a:adobe:coldfusion:7.2:unknown:mx:*:*:*:*:*:

cpe:2.3:a:adobe:coldfusion:8.0:*:*:*:**:*:*:



cpe:2.3:a:adobe:coldfusion:8.1:*:":* "™

No vendor comments have been submitted for this CVE
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