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Multiple format string vulnerabilities in client/client.c in smbclient in Samba 3.2.0 through 3.2.12 might allow context-depend
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Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Samba Samba 3.2.0 All All All
Samba Samba 3.2.1 All All All
Samba Samba 3.2.10 All All All
Samba Samba 3.2.11 All All All
Samba Samba 3.2.12 All All All
Samba Samba 322 All All All
Samba Samba 3.2.3 All All All
Samba Samba 324 All All All
Samba Samba 3.2.5 All All All
Samba Samba 3.2.6 All All All
Samba Samba 3.2.7 All All All
Samba Samba 3.2.8 All All All
Samba Samba 3.2.9 All All All
Samba Samba 3.2.0 All All All
Samba Samba 3.2.1 All All All
Samba Samba 3.2.10 All All All
Samba Samba 3.2.11 All All All
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Application Samba Samba 3.2.12 All All All

Application Samba Samba 3.2.2 All All All

Application Samba Samba 3.2.3 All All All

Application Samba Samba 324 All All All

Application Samba Samba 3.2.5 All All All

Application Samba Samba 3.2.6 All All All

Application Samba Samba 3.2.7 All All All

Application Samba Samba 3.2.8 All All All

Application Samba Samba 3.2.9 All All All

Reference Source Li
www.samba.org/samba/ftp/patches/security/samba-3.2.12-CVE-2009-1886.patch CONFIRM w
Samba Security Bypass and Format String Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA Y:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN w
Ubuntu update for samba - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA :
Support / Security / Advisories / / MDVSA-2009:196 | Mandriva MANDRIVA w
Slackware update for samba - Secunia.com SECUNIA L:
SecurityTracker.com Archives - Samba smbclient Format String Bug May Let Users Execute Arbitrary Code SECTRACK w
USN-839-1: Samba vulnerabilities | Ubuntu UBUNTU w
6478 — smbclient interpolates % character in remote file name; CVE-2009-1886 CONFIRM bt
Samba - Security Announcement Archive CONFIRM w
IBM X-Force Exchange XF e
Debian update for samba - Secunia.com SECUNIA S¢
The Slackware Linux Project: Slackware Security Advisories SLACKWARE w
Samba Format String And Security Bypass Vulnerabilities BID w
Debian -- Security Information -- DSA-1823-1 samba DEBIAN w
CVE Program record CVE.ORG w
NVD vulnerability detail NVD m
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-06-29 Tomas Hoger Not vulnerable. This issue did not affect the versions of samba as shipped with Red Hat Enterp
B Eaieaeeneeatonatananoo

There are currently no legacy QID mappings associated with this CVE.
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http://www.slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.521591
http://www.securityfocus.com/bid/35472
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