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Summary

CVE CVE-2009-1887

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-26 18:30:00 UTC

Updated 2023-11-07 02:04:00 UTC

Description agent/snmp_agent.c in snmpd in net-snmp 5.0.9 in Red Hat Enterprise Linux (RHEL) 3 allows remote attackers to cause a denial of service (daemon crash) via a crafted SNMP GETBULK request that triggers a divide-by-zero error. NOTE: this vulnerability exists because of an incorrect fix for CVE-2008-4309.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Net-snmp Net-snmp 5.0.9 All All All

Application Net-snmp Net-snmp 5.0.9 All All All

Operating System Redhat Enterprise Linux 3.0 All All All

Operating System Redhat Enterprise Linux 3.0 All All All

Operating System Redhat Enterprise Linux 3.0 All All All

Operating System Red Hat Enterprise Linux 3 All as All

Operating System Red Hat Enterprise Linux 3 All es All

Operating System Red Hat Enterprise Linux 3 All ws All

Operating System Red Hat Enterprise Linux 3 All as All

Operating System Red Hat Enterprise Linux 3 All es All

Operating System Red Hat Enterprise Linux 3 All ws All
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Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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