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CVE CVE-2009-1888
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-25 01:30:00 UTC
Updated 2022-08-29 19:43:00 UTC
Description The acl_group_override function in smbd/posix_acls.c in smbd in Samba 3.0.x before 3.0.35, 3.1.x and 3.2.x before 3.2.13,

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 6.06 All All All
Operating System Canonical Ubuntu Linux 8.04 All All All
Operating System Canonical Ubuntu Linux 8.10 All All All
Operating System Canonical Ubuntu Linux 9.04 All All All
Operating System Canonical Ubuntu Linux 6.06 All All All
Operating System Canonical Ubuntu Linux 8.04 All All All
Operating System Canonical Ubuntu Linux 8.10 All All All
Operating System Canonical Ubuntu Linux 9.04 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Debian Debian Linux 5.0 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Debian Debian Linux 5.0 All All All
Application Samba Samba All All All All
Application Samba Samba All All All All
Application Samba Samba All All All All
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Reference Sour
www.samba.org/samba/ftp/patches/security/samba-3.0.34-CVE-2009-1888.patch CONI
wiki.rpath.com/Advisories:rPSA-2009-0145 CONI
Samba - Security Announcement Archive CONI
Samba Security Bypass and Format String Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECL
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPE
Ubuntu update for samba - Secunia Advisories - Vulnerability Information - Secunia.com SECL
SecurityTracker.com Archives - Samba smbd Access Control Bug Lets Remote Authenticated Users Bypass Certain Access Controls SECT
Support / Security / Advisories / / MDVSA-2009:196 | Mandriva MANI
Slackware update for samba - Secunia.com SECL
www.samba.org/samba/ftp/patches/security/samba-3.3.5-CVE-2009-1888.patch CONI
USN-839-1: Samba vulnerabilities | Ubuntu uBUT
SecurityFocus BUG™
IBM X-Force Exchange XF
www.samba.org/samba/ftp/patches/security/samba-3.2.12-CVE-2009-1888.patch CONI
Repository / Oval Repository OVAL
Repository / Oval Repository OVAL
Debian update for samba - Secunia.com SECL
The Slackware Linux Project: Slackware Security Advisories SLAC
Samba Format String And Security Bypass Vulnerabilities BID
Debian -- Security Information -- DSA-1823-1 samba DEBI.
CVE Program record CVE.l
NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-10-27 Tomas Hoger This issue did not affect Red Hat Enterprise Linux 3. It was addressed in Red Hat Enterprise Li
‘] | )

There are currently no legacy QID mappings associated with this CVE.
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