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The OSCAR protocol implementation in Pidgin before 2.5.8 misinterprets the ICQWebMessage message type as the ICQS
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Pidgin Pidgin 2.0.0 All All All
Pidgin Pidgin 2.0.1 All All All
Pidgin Pidgin 2.0.2 All All All
Pidgin Pidgin 2.0.2 All linux All
Pidgin Pidgin 2.1.0 All All All
Pidgin Pidgin 2.1.1 All All All
Pidgin Pidgin 2.2.0 All All All
Pidgin Pidgin 2.21 All All All
Pidgin Pidgin 222 All All Al
Pidgin Pidgin 2.3.0 Al All All
Pidgin Pidgin 2.3.1 All All Al
Pidgin Pidgin 2.4.0 All Al All
Pidgin Pidgin 2.4.1 All All Al
Pidgin Pidgin 242 All Al All
Pidgin Pidgin 243 All All All
Pidgin Pidgin 2.5.0 All All All
Pidgin Pidain 2.5.1 All All All
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Application Pidgin Pidgin 25.2 All All All
Application Pidgin Pidgin 253 All All All
Application Pidgin Pidgin 253 32_bit All All
Application Pidgin Pidgin 254 All All All
Application Pidgin Pidgin 254 32_bit All All
Application Pidgin Pidgin 2.5.5 All All All
Application Pidgin Pidgin 255 32_bit All All
Application Pidgin Pidgin 2.5.6 All All All
Application Pidgin Pidgin 2.0.0 All All All
Application Pidgin Pidgin 2.0.1 All All All
Application Pidgin Pidgin 2.0.2 All All All
Application Pidgin Pidgin 2.0.2 All linux All
Application Pidgin Pidgin 2.1.0 All All All
Application Pidgin Pidgin 2.1.1 All All All
Application Pidgin Pidgin 2.2.0 All All All
Application Pidgin Pidgin 2.2.1 All All All
Application Pidgin Pidgin 222 All All All
Application Pidgin Pidgin 2.3.0 All All All
Application Pidgin Pidgin 2.3.1 All All All
Application Pidgin Pidgin 2.4.0 All All All
Application Pidgin Pidgin 2.4.1 All All All
Application Pidgin Pidgin 242 All All All
Application Pidgin Pidgin 243 All All All
Application Pidgin Pidgin 2.5.0 All All All
Application Pidgin Pidgin 2.5.1 All All All
Application Pidgin Pidgin 252 All All All
Application Pidgin Pidgin 2.5.3 All All All
Application Pidgin Pidgin 253 32_bit All All
Application Pidgin Pidgin 254 All All All
Application Pidgin Pidgin 254 32_bit All All
Application Pidgin Pidgin 2.5.5 All All All
Application Pidgin Pidgin 255 32_bit All All
Application Pidgin Pidgin 2.5.6 All All All
Application Pidgin Pidgin All All All All
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Reference

Gentoo update for pidgin - Secunia.com

[SECURITY] Fedora 11 Update: pidgin-2.5.8-1.fc11

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

508738 — (CVE-2009-1889) CVE-2009-1889 pidgin: DoS via specially-crafted ICQWebMessage
IBM X-Force Exchange

[SECURITY] Fedora 9 Update: pidgin-2.5.8-1.fc9

Support

Pidgin OSCAR Protocol Web Message Denial of Service Vulnerability

Ubuntu update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com
USN-796-1: Pidgin vulnerability | Ubuntu

[SECURITY] Fedora 10 Update: pidgin-2.5.8-1.fc10

[patch] libpurple/protocols/oscar: OOM and die on misparsed ICQWebMessage as ICQSMS
Repository / Oval Repository

Fedora update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com
#9483 (OOM/abort when receiving ICQWebMessage) — Pidgin — Trac

Red Hat update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail
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SECUNIA
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CVE.ORG

NVD

Link

secunia.com
www.redhat.com
www.vupen.com
bugzilla.redhat.com
exchange.xforce.ibmcloud.cor
www.redhat.com
www.redhat.com
www.securityfocus.com
secunia.com
www.ubuntu.com
www.redhat.com
pidgin.im
oval.cisecurity.org
secunia.com
developer.pidgin.im
secunia.com
WWW.CVe.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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