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CVE CVE-2009-1890
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-05 16:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The stream_reqgbody_cl function in mod_proxy_http.c in the mod_proxy module in the Apache HTTP Server before 2.3.3, w

/ ]

Risk And Classification

Primary CVSS: v2.0 7.1 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:C

Problem Types: CWE-400 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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Complete

AV:N/AC:M/Au:N/C:N/I:N/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All


https://cve.report/
https://cve.report/CVE-2009-1890/mitre
https://cve.report/CVE-2009-1890/nist
https://cve.report/CVE-2009-1890/cve_org
https://cve.report/api/cve/CVE-2009-1890.json
https://cve.report/CVE-2009-1890.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server

Operating System Canonical Ubuntu Linux 6.06 All All All
Operating System Canonical Ubuntu Linux 8.04 All All All
Operating System Canonical Ubuntu Linux 8.10 All All All
Operating System Canonical Ubuntu Linux 9.04 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Debian Debian Linux 5.0 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Fedoraproject Fedora 11 All All All
Operating System Redhat Enterprise Linux Desktop 5.0 All All All
Operating System Redhat Enterprise Linux Eus 5.3 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Server Aus 5.3 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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SecurityTracker.com Archives - Apache mod_proxy stream_regbody_cl() Infinite Loop Lets Remote Users Deny Service

Pony Mail!

Gentoo update for apache - Secunia Advisories - Vulnerability Information - Secunia.com

Gentoo Linux Documentation -- Apache: Multiple vulnerabilities
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Apache mod_proxy Reverse Proxy Denial of Service Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com
Repository / Oval Repository
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IBM WebSphere Application Server for z/OS Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Pony Mail!
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509375 — (CVE-2009-1890) CVE-2009-1890 httpd: mod_proxy reverse proxy DoS (infinite loop) MITRE
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CVE Program record CVE.OR
NVD vulnerability detail NVD
4] 1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

901993 Common Base Linux Mariner (CBL-Mariner) Security Update for httpd (9755)
902004 Common Base Linux Mariner (CBL-Mariner) Security Update for httpd (9785)
904505 Common Base Linux Mariner (CBL-Mariner) Security Update for httpd (9785-1)

904538 Common Base Linux Mariner (CBL-Mariner) Security Update for httpd (9755-1)
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