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Summary

CVE CVE-2009-1896

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-10 18:30:00 UTC

Updated 2009-08-26 05:24:00 UTC

Description The Java Web Start framework in IcedTea in OpenJDK before 1.6.0.0-20.b16.fc10 on Fedora 10, and before 1.6.0.0-27.b16.fc11 on Fedora 11, trusts an entire application when at least one of the listed jar files is trusted, which allows context-dependent attackers to execute arbitrary code without the untrusted-code restrictions via a crafted application, related to NetX.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 10 All All All

Operating System Fedoraproject Fedora 11 All All All

Operating System Fedoraproject Fedora 10 All All All

Operating System Fedoraproject Fedora 11 All All All

Application Sun Openjdk All All All All

References

Reference Source Link

Fedora update for java-1.6.0-openjdk - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 11 Update: java-1.6.0-openjdk-1.6.0.0-27.b16.fc11 FEDORA www.redhat.com

Advisories | Mandriva MANDRIVA www.mandriva.com

512101 – (CVE-2009-1896) CVE-2009-1896 openjdk/netx grants privileges for signed jars to bundled unsigned jars CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 10 Update: java-1.6.0-openjdk-1.6.0.0-20.b16.fc10 FEDORA www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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