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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

The tun_chr_poll function in drivers/net/tun.c in the tun subsystem in
the Linux kernel 2.6.30 and 2.6.30.1, when the -fno-delete-null-pointer-
checks gcc option is omitted, allows local users to gain privileges via
vectors involving a NULL pointer dereference and an mmap of
/dev/net/tun, a different vulnerability than CVE-2009-1894.
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text/html

 MISC isc.sans.org/diary.html?storyid=6820
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text/html
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CVE-2009-1897 has been assigned by  secalert@redhat.com to track the vulnerability
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text/html
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web.archive.org
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 MLIST [netdev] 20090409 Oops in tun: bisected to Limit amount of
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Exploit
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web.archive.org

text/html

Inactive Link Not Archived

 MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
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and then poll() it.
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text/html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Operating
System

Linux Linux Kernel 2.6.30 All All All

Operating
System

Linux Linux Kernel 2.6.30 rc1 All All

Operating
System

Linux Linux Kernel 2.6.30 rc2 All All
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System

Operating
System

Linux Linux Kernel 2.6.30 rc3 All All

Operating
System

Linux Linux Kernel 2.6.30 rc4 x86_32 All

Operating
System

Linux Linux Kernel 2.6.30 rc5 All All

Operating
System

Linux Linux Kernel 2.6.30 rc6 All All

Operating
System

Linux Linux Kernel 2.6.30 rc7-git6 All All

Operating
System

Linux Linux Kernel 2.6.30.1 All All All

Operating
System

Linux Linux Kernel 2.6.30 All All All

Operating
System

Linux Linux Kernel 2.6.30 rc1 All All

Operating
System

Linux Linux Kernel 2.6.30 rc2 All All

Operating
System

Linux Linux Kernel 2.6.30 rc3 All All

Operating
System

Linux Linux Kernel 2.6.30 rc4 x86_32 All

Operating
System

Linux Linux Kernel 2.6.30 rc5 All All

Operating
System

Linux Linux Kernel 2.6.30 rc6 All All

Operating
System

Linux Linux Kernel 2.6.30 rc7-git6 All All

Operating
System

Linux Linux Kernel 2.6.30.1 All All All
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