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CVE CVE-2009-1904
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-11 21:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The BigDecimal library in Ruby 1.8.6 before p369 and 1.8.7 before p173 allows context-dependent attackers to cause a detl

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ruby-lang Ruby 1.8.6 Al Al Al


https://cve.report/
https://cve.report/CVE-2009-1904/mitre
https://cve.report/CVE-2009-1904/nist
https://cve.report/CVE-2009-1904/cve_org
https://cve.report/api/cve/CVE-2009-1904.json
https://cve.report/CVE-2009-1904.pdf
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby

Application Ruby-lang Ruby 1.8.7 All All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

DoS vulnerability in BigDecimal

Slackware update for ruby - Secunia Advisories - Vulnerability Information - Secunia.com

Ruby 1.9 - Bug #794: BigDecimal A Segmentation fault Ti%2% Z &9 % - Ruby Issue Tracking System
[SECURITY] Fedora 10 Update: ruby-1.8.6.368-2.fc10

Security Advisory SA35937 - Ubuntu update for Ruby - Secunia

USN-805-1: Ruby vulnerabilities | Ubuntu

NZKoz's bigdecimal-segfault-fix at master - GitHub

Support

Gentoo Bug 273213 - <dev-lang/ruby-{1.8.6_p369, 1.8.7_p173}: DoS in BigDecimal (CVE-2009-1904)
CVE-2009-1904

IBM X-Force Exchange

Ruby BigDecimal Library Denial Of Service Vulnerability

Red Hat update for ruby - Secunia Advisories - Vulnerability Information - Secunia.com

Gentoo Linux Documentation -- Ruby: Denial of Service

Support / Security / Advisories / / MDVSA-2009:160 | Mandriva

The Slackware Linux Project: Slackware Security Advisories

Gentoo update for ruby - Secunia Advisories - Vulnerability Information - Secunia.com
APPLE-SA-2010-03-29-1 Security Update 2010-002 / Mac OS X v10.6.3

Ruby 1.8.6-pl369 released - Ruby - Ruby-Forum

Ruby BigDecimal Denial of Service Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com
Ruby BigDecimal Conversion Bug May Let Remote Users Deny Service - Security Tracker

Riding Rails: DoS Vulnerability in Ruby

Bug #385436 “DoS vulnerability in BigDecimal Ruby Library” : Bugs : “ruby1.8” package : Ubuntu
About the security content of Security Update 2010-002 / Mac OS X v10.6.3

Fedora update for ruby - Secunia Advisories - Vulnerability Information - Secunia.com
osvdb.org/55031

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

#532689 - DoS vulnerability in BigDecimal Ruby Library - Debian Bug report logs
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http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ruby-lang.org/en/news/2009/06/09/dos-vulnerability-in-bigdecimal/
http://secunia.com/advisories/35527
http://redmine.ruby-lang.org/issues/show/794
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg00731.html
http://secunia.com/advisories/35937
http://www.ubuntu.com/usn/USN-805-1
http://github.com/NZKoz/bigdecimal-segfault-fix/tree/master
http://www.redhat.com/support/errata/RHSA-2009-1140.html
http://bugs.gentoo.org/show_bug.cgi?id=273213
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https://exchange.xforce.ibmcloud.com/vulnerabilities/51032
http://www.securityfocus.com/bid/35278
http://secunia.com/advisories/35699
http://security.gentoo.org/glsa/glsa-200906-02.xml
http://www.mandriva.com/security/advisories?name=MDVSA-2009:160
http://slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.430805
http://secunia.com/advisories/35593
http://lists.apple.com/archives/security-announce/2010//Mar/msg00001.html
http://www.ruby-forum.com/topic/189071
http://secunia.com/advisories/35399
http://www.securitytracker.com/id?1022371
http://weblog.rubyonrails.org/2009/6/10/dos-vulnerability-in-ruby/
https://bugs.launchpad.net/bugs/385436
http://support.apple.com/kb/HT4077
http://secunia.com/advisories/37705
http://osvdb.org/55031
http://www.vupen.com/english/advisories/2009/1563
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=532689
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CVS commit: pkgsrc/lang/ruby18-base af854a3a-2127-422b-91ae-:
Google Groups af854a3a-2127-422b-91ae-!
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9780
http://mail-index.netbsd.org/pkgsrc-changes/2009/06/10/msg024708.html
http://groups.google.com/group/rubyonrails-security/msg/fad60751e2b9b4f6?dmode=source
https://www.cve.org/CVERecord?id=CVE-2009-1904
https://nvd.nist.gov/vuln/detail/CVE-2009-1904
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2009-1904
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


