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CVE CVE-2009-1905
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2009-06-03 21:00:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description The Common Code Infrastructure component in IBM DB2 8 before FP17, 9.1 before FP7, and 9.5 before FP4, when LDAP

/ ]

Risk And Classification

Primary CVSS: v2.0 2.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:N/A:N

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 9.5 fp2 All All


https://cve.report/
https://cve.report/CVE-2009-1905/mitre
https://cve.report/CVE-2009-1905/nist
https://cve.report/CVE-2009-1905/cve_org
https://cve.report/api/cve/CVE-2009-1905.json
https://cve.report/CVE-2009-1905.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application Ibm Db2 9.5 fp3 All All
Application Ibm Db2 8.0 fix_pack15 All All
Application Ibm Db2 8.0 fp1 All All
Application Ibm Db2 8.0 fp10 All All
Application Ibm Db2 8.0 fp11 All All
Application Ibm Db2 8.0 fp12 All All
Application Ibm Db2 8.0 fp13 All All
Application Ibm Db2 8.0 fp14 All All
Application Ibm Db2 8.0 fp15 All All
Application Ibm Db2 9.1 fp1 All All
Application Ibm Db2 9.1 fp2 All All
Application Ibm Db2 9.1 fp3 All All
Application Ibm Db2 9.1 fp3a All All
Application Ibm Db2 9.1 fpda All All
Application Ibm Db2 All fp16 All All
Application Ibm Db2 All fp4 All All
Application Ibm Db2 All fp1 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

IBM X-Force Exchange

IBM DB2 Denial of Service and LDAP Authentication Security Issue - Secunia.com

IBM DB2 Multiple Unspecified Security Vulnerabilities

IBM - Security and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.5 Fix Pack 4

IBM DB2 LDAP Authentication Bug Lets Remote Users Access the Database - SecurityTracker
ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v82/APARLIST.TXT

IBM JR32273: UNAUTHORIZED CONNECTIONS POSSIBLE ON DATABASE SERVERS WITH LDAP-BASED AUTHENTICATION - United
IBM - JR32268: UNAUTHORIZED CONNECTIONS POSSIBLE ON DATABASE SERVERS WITH LDAP-BASED AUTHENTICATION

IBM Security Vulnerabilities and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 8 Fix Pack 17 and Version 9.5 Fix Pack 2
IBM Fix List for DB2 Version 9.5 for Linux, UNIX and Windows - United States

IBM DB2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

IBM DB2 Denial of Service And Security Bypass Vulnerabilities
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https://exchange.xforce.ibmcloud.com/vulnerabilities/50909
http://secunia.com/advisories/35235
http://www.securityfocus.com/bid/36540
http://www-01.ibm.com/support/docview.wss?uid=swg21386689
http://securitytracker.com/id?1022319
ftp://ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v82/APARLIST.TXT
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http://www.securityfocus.com/bid/35171
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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