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Summary

CVE CVE-2009-1932

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-04 20:30:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description Multiple integer overflows in the (1) user_info_callback, (2) user_endrow_callback, and (3) gst_pngdec_task functions (ext/libpng/gstpngdec.c) in GStreamer Good Plug-ins (aka gst-plugins-good or gstreamer-plugins-good) 0.10.15 allow remote attackers to cause a denial of service and possibly execute arbitrary code via a crafted PNG file, which triggers a buffer overflow.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gstreamer Good Plug-ins 0.10.15 All All All

Application Gstreamer Good Plug-ins 0.10.15 All All All

References

Reference Source

Debian update for gst-plugins-good0.10 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

GStreamer Good Plug-ins PNG Processing Integer Overflow Vulnerability - Secunia.com SECUNIA

GStreamer gst-plugins-good 'gstpngdec.c' PNG Output Buffer Integer Overflow Vulnerability BID

Support / Security / Advisories / / MDVSA-2009:130 | Mandriva MANDRIVA

Debian -- Security Information -- DSA-1839-1 gst-plugins-good0.10 DEBIAN

gstreamer/gst-plugins-good - 'Good' GStreamer plugins (mirrored from https://gitlab.freedesktop.org/gstreamer/gst-plugins-good) CONFIRM

54827 OSVDB

Gentoo Linux Documentation -- GStreamer plug-ins: User-assisted execution of arbitrary code GENTOO

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Repository / Oval Repository OVAL

Gentoo update for gst-plugins-good, gst-plugins-base, and gst-plugins-libpng - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
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Red Hat update for gstreamer-plugins-good - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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