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Summary

CVE CVE-2009-1979

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-22 18:30:00 UTC

Updated 2018-10-10 19:39:00 UTC

Description Unspecified vulnerability in the Network Authentication component in Oracle Database 10.1.0.5 and 10.2.0.4 allows remote attackers to affect confidentiality, integrity, and availability via unknown vectors. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Database Server 10.1.0.5 All All All

Application Oracle Database Server 10.2.0.4 All All All

Application Oracle Database Server 10.1.0.5 All All All

Application Oracle Database Server 10.2.0.4 All All All

References

Reference Source Link

Oracle Network Authentication CVE-2009-1979 Remote Buffer Overflow Vulnerability BID www.securityfocus.com

59110 OSVDB osvdb.org

CVE-2009-1979 PoC (CPUoct2009) | blogs.conus.info MISC blogs.conus.info

Oracle Critical Patch Update Advisory - October 2009 CONFIRM www.oracle.com

US-CERT Technical Cyber Security Alert TA09-294A -- Oracle Updates for Multiple Vulnerabilities CERT www.us-cert.gov

Oracle Database Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

SecurityTracker.com Archives - Oracle Database Flaws Let Remote Users Take Fully Control of the Database or System SECTRACK www.securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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