CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2009-2042

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-2042

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2009-06-12 20:30:00 UTC

2017-08-17 01:30:00 UTC

libpng before 1.2.37 does not properly parse 1-bit interlaced images with width values that are not divisible by 8, which caus

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Libpng Libpng 0.89¢c All All All
Libpng Libpng 0.95 All All All
Libpng Libpng 1.0.0 All All All
Libpng Libpng 1.0.1 All All All
Libpng Libpng 1.0.10 All All All
Libpng Libpng 1.0.10 betal All All
Libpng Libpng 1.0.10 rcl All All
Libpng Libpng 1.0.11 All All All
Libpng Libpng 1.0.11 betal All All
Libpng Libpng 1.0.11 beta2 All All
Libpng Libpng 1.0.11 beta3 All All
Libpng Libpng 1.0.11 rcl All All
Libpng Libpng 1.0.12 All All All
Libpng Libpng 1.0.12 betal All All
Libpng Libpng 1.0.12 rci All All
Libpng Libpng 1.0.13 All All All
Libpng Libpng 1.0.14 All All All
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Webmail - OVH

libpng Home Page

VMware Server Multiple Vulnerabilities - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo Linux Documentation -- libpng: Information disclosure

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMware Products Multiple Vulnerabilities - Advisories - Community

[SECURITY] Fedora 10 Update: mingw32-libpng-1.2.37-1.fc10

[SECURITY] Fedora 11 Update: mingw32-libpng-1.2.37-1.fc11

APPLE-SA-2010-03-29-1 Security Update 2010-002 / Mac OS X v10.6.3

Slackware update for libpng - Secunia Advisories - Vulnerability Information - Secunia.com

[Security-announce] VMSA-2010-0007 VMware hosted products, vCenter Server and ESX patches resolve multiple security issues
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IBM X-Force Exchange XF

The Slackware Linux Project: Slackware Security Advisories SLACKV
libpng Interlaced Images Information Disclosure Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNI
Gentoo update for libpng - Secunia.com SECUNI
Support / Security / Advisories // MDVSA-2010:063 | Mandriva MANDR
NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTR.
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Libpng 1-bit Interlaced Images Information Disclosure Vulnerability BID
VMSA-2010-0007.1 CONFIF
USN-913-1: libpng vulnerabilities | Ubuntu UBUNTI
Debian update for libpng - Secunia.com SECUNI
About the security content of Security Update 2010-002 / Mac OS X v10.6.3 CONFIF
Fedora update for mingw32-libpng - Secunia.com SECUNI
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Debian -- Security Information -- DSA-2032-1 libpng DEBIAN
CVE Program record CVE.OF
NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-07-14 Mark J Cox  This issue has been addressed in Red Hat Enterprise Linux 3, 4, and 5 via https://rhn.redhat.cor

-l

4] |

There are currently no legacy QID mappings associated with this CVE.
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