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Directory traversal vulnerability in the Administration interface in Cisco Customer Response Solutions (CRS) before 7.0(1) ¢

| 1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cisco Crs 35 All All All
Cisco Crs 4.0 All All All
Cisco Crs 41 All All All
Cisco Crs 45 All All All
Cisco Crs 5.0 All All All
Cisco Crs 6.0 All All All
Cisco Crs 7.0 All All All
Cisco Crs 35 All All All
Cisco Crs 4.0 All All All
Cisco Crs 41 All All All
Cisco Crs 4.5 All All All
Cisco Crs 5.0 All All All
Cisco Crs 6.0 All All All
Cisco Crs 7.0 All All All
Cisco Customer Response Applications 3.5 All All All
Cisco Customer Response Applications 3.5 All All All
Cisco o Qm 3.5 All All All
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Application Cisco Unified Ip Contact Center Express 5.0\(1\) All All All
Application Cisco Unified Ip Contact Center Express 6.0(1) All All All
Application Cisco Unified Ip Contact Center Express 6.0\(1\) All All All
Application Cisco Unified Ip Contact Center Express 7.0 All All All
Application Cisco Unified Ip Contact Center Express 3.0 All All All
Application Cisco Unified Ip Contact Center Express 5.0\(1)) All All All
Application Cisco Unified Ip Contact Center Express 6.0\(1\) All All All
Application Cisco Unified Ip Contact Center Express 7.0 All All All
Application Cisco Unified Ip Ivr 3.0 All All All
Application Cisco Unified Ip Ivr 3.1 All All All
Application Cisco Unified Ip Ivr 4.0 All All All
Application Cisco Unified Ip Ivr 41 All All All
Application Cisco Unified Ip Ivr 45 All All All
Application Cisco Unified Ip Ivr 5.0 All All All
Application Cisco Unified Ip Ivr 6.0 All All All
Application Cisco Unified Ip Ivr 7.0 All All All
Application Cisco Unified Ip Ivr 7.0(1) All All All
Application Cisco Unified Ip Ivr 7.0\(1\) All All All
Application Cisco Unified Ip Ivr 3.0 All All All
Application Cisco Unified Ip Ivr 3.1 All All All
Application Cisco Unified Ip Ivr 4.0 All All All
Application Cisco Unified Ip Ivr 4.1 All All All
Application Cisco Unified Ip Ivr 4.5 All All All
Application Cisco Unified Ip Ivr 5.0 All All All
Application Cisco Unified Ip Ivr 6.0 All All All
Application Cisco Unified Ip Ivr 7.0 All All All
Application Cisco Unified Ip Ivr 7.0\(1) All All All
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Cisco Security Advisory: Vulnerabilities in Unified Contact Center Express Administration Pages - Cisco Systems

55936

Cisco Unified Contact Center Express Two Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

Cisco Unified Contact Center Express Express Administration Pages Permit Script Injection and Directory Traversal Attacks - SecurityTracker

IBM X-Force Exchange
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Cisco Unified Contact Center Express CRS Administration Interface Directory Traversal Vulnerability
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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