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Summary

CVE CVE-2009-2050

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-27 17:00:00 UTC

Updated 2021-10-06 15:10:00 UTC

Description Cisco Unified Communications Manager (aka CUCM, formerly CallManager) before 6.1(1) allows remote attackers to cause a denial of service (voice-services outage) via a malformed header in a SIP message, aka Bug ID CSCsi46466.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager (1) All All All

Application Cisco Unified Communications Manager (2) All All All

Application Cisco Unified Communications Manager (2b) All All All

Application Cisco Unified Communications Manager All All All All

Application Cisco Unified Communications Manager All All business All

Application Cisco Unified Communications Manager 3.3(5) All All All

Application Cisco Unified Communications Manager 3.3(5)sr1 All All All

Application Cisco Unified Communications Manager 3.3(5)sr2a All All All

Application Cisco Unified Communications Manager 3.3\(5\) All All All

Application Cisco Unified Communications Manager 3.3\(5\)sr1 All All All

Application Cisco Unified Communications Manager 3.3\(5\)sr2a All All All

Application Cisco Unified Communications Manager 4.1 (3)sr.5 All All

Application Cisco Unified Communications Manager 4.1 (3)sr4 All All

Application Cisco Unified Communications Manager 4.1 (3)sr5 All All

Application Cisco Unified Communications Manager 4.1 (3)sr5b All All

Application Cisco Unified Communications Manager 4.1 (3)sr5c All All

Application Cisco Unified Communications Manager 4.1 All All All
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Application Cisco Unified Communications Manager 4.1 All All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr.5 All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr4 All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr5 All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr5b All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr5c All All

Application Cisco Unified Communications Manager 4.1(3) All All All

Application Cisco Unified Communications Manager 4.1(3)sr1 All All All

Application Cisco Unified Communications Manager 4.1(3)sr2 All All All

Application Cisco Unified Communications Manager 4.1(3)sr3 All All All

Application Cisco Unified Communications Manager 4.1(3)sr4 All All All

Application Cisco Unified Communications Manager 4.1.1 All All All

Application Cisco Unified Communications Manager 4.1.2 All All All

Application Cisco Unified Communications Manager 4.1.3 All All All

Application Cisco Unified Communications Manager 4.1\(3\) All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr1 All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr2 All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr3 All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr4 All All All

Application Cisco Unified Communications Manager 4.2 All All All

Application Cisco Unified Communications Manager 4.2 4.2(3)sr.2 All All

Application Cisco Unified Communications Manager 4.2 4.2\(3\)sr.2 All All

Application Cisco Unified Communications Manager 4.2 4.2_(3)sr2b All All

Application Cisco Unified Communications Manager 4.2 4.2_(3)sr3 All All

Application Cisco Unified Communications Manager 4.2 4.2_\(3\)sr2b All All

Application Cisco Unified Communications Manager 4.2 4.2_\(3\)sr3 All All

Application Cisco Unified Communications Manager 4.2(3)sr1 All All All

Application Cisco Unified Communications Manager 4.2(3)sr2b All All All

Application Cisco Unified Communications Manager 4.2(3)sr3 All All All

Application Cisco Unified Communications Manager 4.2(3)sr4 All All All

Application Cisco Unified Communications Manager 4.2.1 All All All

Application Cisco Unified Communications Manager 4.2.2 All All All

Application Cisco Unified Communications Manager 4.2.3 All All All

Application Cisco Unified Communications Manager 4.2.3sr1 All All All

Application Cisco Unified Communications Manager 4.2.3sr2 All All All

Application Cisco Unified Communications Manager 4.2.3sr2b All All All
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Application Cisco Unified Communications Manager 4.2.3_sr3 All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr1 All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr2b All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr3 All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr4 All All All

Application Cisco Unified Communications Manager 4.2_1 All All All

Application Cisco Unified Communications Manager 4.2_2 All All All

Application Cisco Unified Communications Manager 4.2_3 All All All

Application Cisco Unified Communications Manager 4.2_3sr1 All All All

Application Cisco Unified Communications Manager 4.2_3_sr2 All All All

Application Cisco Unified Communications Manager 4.2_3_sr2b All All All

Application Cisco Unified Communications Manager 4.2_3_sr3 All All All

Application Cisco Unified Communications Manager 4.3 All All All

Application Cisco Unified Communications Manager 4.3 4.3(1)sr.1 All All

Application Cisco Unified Communications Manager 4.3 4.3\(1\)sr.1 All All

Application Cisco Unified Communications Manager 4.3(1) All All All

Application Cisco Unified Communications Manager 4.3(1)sr.1 All All All

Application Cisco Unified Communications Manager 4.3(2) All All All

Application Cisco Unified Communications Manager 4.3(2)sr1 All All All

Application Cisco Unified Communications Manager 4.3.1 All All All

Application Cisco Unified Communications Manager 4.3.2 All All All

Application Cisco Unified Communications Manager 4.3\(1\) All All All

Application Cisco Unified Communications Manager 4.3\(1\)sr.1 All All All

Application Cisco Unified Communications Manager 4.3\(2\) All All All

Application Cisco Unified Communications Manager 4.3\(2\)sr1 All All All

Application Cisco Unified Communications Manager 4.3_1 All All All

Application Cisco Unified Communications Manager 4.3_1_sr1 All All All

Application Cisco Unified Communications Manager 5.0 All All All

Application Cisco Unified Communications Manager 5.0_1 All All All

Application Cisco Unified Communications Manager 5.0_2 All All All

Application Cisco Unified Communications Manager 5.0_3 All All All

Application Cisco Unified Communications Manager 5.0_3a All All All

Application Cisco Unified Communications Manager 5.0_4 All All All

Application Cisco Unified Communications Manager 5.0_4a All All All

Application Cisco Unified Communications Manager 5.0_4a_su1 All All All

Application Cisco Unified Communications Manager 5.1 (1) All All
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Application Cisco Unified Communications Manager 5.1 (1) All All

Application Cisco Unified Communications Manager 5.1 (2) All All

Application Cisco Unified Communications Manager 5.1 (2a) All All

Application Cisco Unified Communications Manager 5.1 (2b) All All

Application Cisco Unified Communications Manager 5.1 (3a) All All

Application Cisco Unified Communications Manager 5.1 All All All

Application Cisco Unified Communications Manager 5.1 5.1(1) All All

Application Cisco Unified Communications Manager 5.1 5.1\(1\) All All

Application Cisco Unified Communications Manager 5.1 5.1_(2a) All All

Application Cisco Unified Communications Manager 5.1 5.1_\(2a\) All All

Application Cisco Unified Communications Manager 5.1 \(1\) All All

Application Cisco Unified Communications Manager 5.1 \(2a\) All All

Application Cisco Unified Communications Manager 5.1 \(2b\) All All

Application Cisco Unified Communications Manager 5.1 \(2\) All All

Application Cisco Unified Communications Manager 5.1 \(3a\) All All

Application Cisco Unified Communications Manager 5.1(1) All All All

Application Cisco Unified Communications Manager 5.1(2) All All All

Application Cisco Unified Communications Manager 5.1(2a) All All All

Application Cisco Unified Communications Manager 5.1(2b) All All All

Application Cisco Unified Communications Manager 5.1(3) All All All

Application Cisco Unified Communications Manager 5.1(3a) All All All

Application Cisco Unified Communications Manager 5.1(3c) All All All

Application Cisco Unified Communications Manager 5.1(3d) All All All

Application Cisco Unified Communications Manager 5.1.2 All All All

Application Cisco Unified Communications Manager 5.1\(1\) All All All

Application Cisco Unified Communications Manager 5.1\(2a\) All All All

Application Cisco Unified Communications Manager 5.1\(2b\) All All All

Application Cisco Unified Communications Manager 5.1\(2\) All All All

Application Cisco Unified Communications Manager 5.1\(3a\) All All All

Application Cisco Unified Communications Manager 5.1\(3c\) All All All

Application Cisco Unified Communications Manager 5.1\(3d\) All All All

Application Cisco Unified Communications Manager 5.1\(3\) All All All

Application Cisco Unified Communications Manager 5.1_(2a) All All All

Application Cisco Unified Communications Manager 5.1_1 All All All

Application Cisco Unified Communications Manager 5.1_2 All All All

Application Cisco Unified Communications Manager 5.1_2a All All All
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Application Cisco Unified Communications Manager 5.1_2b All All All

Application Cisco Unified Communications Manager 5.1_3a All All All

Application Cisco Unified Communications Manager 5.1_\(2a\) All All All

Application Cisco Unified Communications Manager 6.0 (1) All All

Application Cisco Unified Communications Manager 6.0 (1a) All All

Application Cisco Unified Communications Manager 6.0 All All All

Application Cisco Unified Communications Manager 6.0 \(1a\) All All

Application Cisco Unified Communications Manager 6.0 \(1\) All All

Application Cisco Unified Communications Manager 6.0(1) All All All

Application Cisco Unified Communications Manager 6.0(1a) All All All

Application Cisco Unified Communications Manager 6.0\(1a\) All All All

Application Cisco Unified Communications Manager 6.0\(1\) All All All

Application Cisco Unified Communications Manager 6.0_1 All All All

Application Cisco Unified Communications Manager 6.0_1a All All All

Application Cisco Unified Communications Manager \(1\) All All All

Application Cisco Unified Communications Manager \(2b\) All All All

Application Cisco Unified Communications Manager \(2\) All All All

Application Cisco Unified Communications Manager All All business All

Application Cisco Unified Communications Manager 3.3\(5\) All All All

Application Cisco Unified Communications Manager 3.3\(5\)sr1 All All All

Application Cisco Unified Communications Manager 3.3\(5\)sr2a All All All

Application Cisco Unified Communications Manager 4.1 All All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr.5 All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr4 All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr5 All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr5b All All

Application Cisco Unified Communications Manager 4.1 \(3\)sr5c All All

Application Cisco Unified Communications Manager 4.1.1 All All All

Application Cisco Unified Communications Manager 4.1.2 All All All

Application Cisco Unified Communications Manager 4.1.3 All All All

Application Cisco Unified Communications Manager 4.1\(3\) All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr1 All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr2 All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr3 All All All

Application Cisco Unified Communications Manager 4.1\(3\)sr4 All All All
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Application Cisco Unified Communications Manager 4.2 All All All

Application Cisco Unified Communications Manager 4.2 4.2\(3\)sr.2 All All

Application Cisco Unified Communications Manager 4.2 4.2_\(3\)sr2b All All

Application Cisco Unified Communications Manager 4.2 4.2_\(3\)sr3 All All

Application Cisco Unified Communications Manager 4.2.1 All All All

Application Cisco Unified Communications Manager 4.2.2 All All All

Application Cisco Unified Communications Manager 4.2.3 All All All

Application Cisco Unified Communications Manager 4.2.3sr1 All All All

Application Cisco Unified Communications Manager 4.2.3sr2 All All All

Application Cisco Unified Communications Manager 4.2.3sr2b All All All

Application Cisco Unified Communications Manager 4.2.3_sr3 All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr1 All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr2b All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr3 All All All

Application Cisco Unified Communications Manager 4.2\(3\)sr4 All All All

Application Cisco Unified Communications Manager 4.2_1 All All All

Application Cisco Unified Communications Manager 4.2_2 All All All

Application Cisco Unified Communications Manager 4.2_3 All All All

Application Cisco Unified Communications Manager 4.2_3sr1 All All All

Application Cisco Unified Communications Manager 4.2_3_sr2 All All All

Application Cisco Unified Communications Manager 4.2_3_sr2b All All All

Application Cisco Unified Communications Manager 4.2_3_sr3 All All All

Application Cisco Unified Communications Manager 4.3 All All All

Application Cisco Unified Communications Manager 4.3 4.3\(1\)sr.1 All All

Application Cisco Unified Communications Manager 4.3.1 All All All

Application Cisco Unified Communications Manager 4.3.2 All All All

Application Cisco Unified Communications Manager 4.3\(1\) All All All

Application Cisco Unified Communications Manager 4.3\(1\)sr.1 All All All

Application Cisco Unified Communications Manager 4.3\(2\) All All All

Application Cisco Unified Communications Manager 4.3\(2\)sr1 All All All

Application Cisco Unified Communications Manager 4.3_1 All All All

Application Cisco Unified Communications Manager 4.3_1_sr1 All All All

Application Cisco Unified Communications Manager 5.0 All All All

Application Cisco Unified Communications Manager 5.0_1 All All All

Application Cisco Unified Communications Manager 5.0_2 All All All

Application Cisco Unified Communications Manager 5.0_3 All All All
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Application Cisco Unified Communications Manager 5.0_3 All All All

Application Cisco Unified Communications Manager 5.0_3a All All All

Application Cisco Unified Communications Manager 5.0_4 All All All

Application Cisco Unified Communications Manager 5.0_4a All All All

Application Cisco Unified Communications Manager 5.0_4a_su1 All All All

Application Cisco Unified Communications Manager 5.1 All All All

Application Cisco Unified Communications Manager 5.1 5.1\(1\) All All

Application Cisco Unified Communications Manager 5.1 5.1_\(2a\) All All

Application Cisco Unified Communications Manager 5.1 \(1\) All All

Application Cisco Unified Communications Manager 5.1 \(2a\) All All

Application Cisco Unified Communications Manager 5.1 \(2b\) All All

Application Cisco Unified Communications Manager 5.1 \(2\) All All

Application Cisco Unified Communications Manager 5.1 \(3a\) All All

Application Cisco Unified Communications Manager 5.1.2 All All All

Application Cisco Unified Communications Manager 5.1\(1\) All All All

Application Cisco Unified Communications Manager 5.1\(2a\) All All All

Application Cisco Unified Communications Manager 5.1\(2b\) All All All

Application Cisco Unified Communications Manager 5.1\(2\) All All All

Application Cisco Unified Communications Manager 5.1\(3a\) All All All

Application Cisco Unified Communications Manager 5.1\(3c\) All All All

Application Cisco Unified Communications Manager 5.1\(3d\) All All All

Application Cisco Unified Communications Manager 5.1\(3\) All All All

Application Cisco Unified Communications Manager 5.1_1 All All All

Application Cisco Unified Communications Manager 5.1_2 All All All

Application Cisco Unified Communications Manager 5.1_2a All All All

Application Cisco Unified Communications Manager 5.1_2b All All All

Application Cisco Unified Communications Manager 5.1_3a All All All

Application Cisco Unified Communications Manager 5.1_\(2a\) All All All

Application Cisco Unified Communications Manager 6.0 All All All

Application Cisco Unified Communications Manager 6.0 \(1a\) All All

Application Cisco Unified Communications Manager 6.0 \(1\) All All

Application Cisco Unified Communications Manager 6.0\(1a\) All All All

Application Cisco Unified Communications Manager 6.0\(1\) All All All

Application Cisco Unified Communications Manager 6.0_1 All All All

Application Cisco Unified Communications Manager 6.0_1a All All All

Application Cisco Unified Communications Manager \(1\) All All All
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Application Cisco Unified Communications Manager \(2b\) All All All

Application Cisco Unified Communications Manager \(2\) All All All

Application Cisco Unified Communications Manager All All All All

References
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57452 OSVDB

Cisco Security Advisory: Cisco Unified Communications Manager Denial of Service Vulnerabilities - Cisco Systems CISCO

Cisco Unified Communications Manager SIP Header Denial of Service - Secunia.com SECUNIA

504 Gateway Time-out BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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