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Summary

CVE CVE-2009-2071

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-15 19:30:00 UTC

Updated 2009-06-23 05:33:00 UTC

Description Google Chrome before 1.0.154.53 displays a cached certificate for a (1) 4xx or (2) 5xx CONNECT response page returned by a proxy server, which allows man-in-the-middle attackers to spoof an arbitrary https site by letting a browser obtain a valid certificate from this site during one request, and then sending the browser a crafted 502 response page upon a subsequent request.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All

Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All

Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All
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Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All

Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All

Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

Application Google Chrome All All All All

References

Reference

Issue 7338 - chromium - 30x redirects silently honored in response to CONNECT - An open-source project to help move the web forward. - Google Project Hosting

[chrome] Revision 11669

Pretty-Bad-Proxy: An Overlooked Adversary in Browsers’ HTTPS Deployments - Microsoft Research

8473 - chromium - An open-source project to help move the web forward. - Monorail

[chrome] Diff of /branches/release_154.next/src/net/http/http_transaction_winhttp.cc

479880 – (CVE-2009-1836) Non-200 responses to proxy CONNECT requests lead to attacks on HTTPS

Pretty-Bad-Proxy: An Overlooked Adversary in Browsers' HTTPS Deployments - Microsoft Research

Multiple Browsers Cached Certificate HTTP Site Spoofing Vulnerability

Release Notes 1.0.154.53 ​(Chromium Developer Documentation) ​

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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