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Apple Safari does not require a cached certificate before displaying a lock icon for an https web site, which allows man-in-tt
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apple Safari 0.8 All All All
Apple Safari 0.9 All All All
Apple Safari 1.0 All All All
Apple Safari 1.0 beta All All
Apple Safari 1.0 beta2 All All
Apple Safari 1.0.0 All All All
Apple Safari 1.0.0b1 All All All
Apple Safari 1.0.0b2 All All All
Apple Safari 1.0.1 All All All
Apple Safari 1.0.2 All All All
Apple Safari 1.0.3 All All All
Apple Safari 1.0.3 85.8 All All
Apple Safari 1.0.3 85.8.1 All All
Apple Safari 1.1 All All All
Apple Safari 1.1.0 All All All
Apple Safari 1.1.1 All All All
Apple Safari 1.2 All All All
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Application Apple Safari 3.1 All All All

Application Apple Safari 3.1.0 All All All

Application Apple Safari 3.1.0b All All All

Application Apple Safari 3.1.1 All All All

Application Apple Safari 31.2 All All All

Application Apple Safari 3.2 All All All

Application Apple Safari 3.2.0 All All All

Application Apple Safari All All All All

Reference Source Link

Pretty-Bad-Proxy: An Overlooked Adversary in Browsers’ HTTPS Deployments - Microsoft Research  MISC research.microsoft.com
Pretty-Bad-Proxy: An Overlooked Adversary in Browsers' HTTPS Deployments - Microsoft Research  MISC research.microsoft.com
Multiple Browsers Cached Certificate HTTP Site Spoofing Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

< el

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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