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CVE-2009-2137

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Opensolaris from Sun contain the following
vulnerability:

Memory leak in the Ultra-SPARC T2 crypto provider device driver (aka
n2cp) in Sun Solaris 10, and OpenSolaris snv_54 through snv_112,
allows context-dependent attackers to cause a denial of service
(memory consumption) via unspecified vectors related to a large keylen
value.

CVSS2 Score: 7.8 - HIGH

Access
Vector

Access
Complexity

Authentication

NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE COMPLETE

CVE References

Description Tags Link

No Description Provided Patch

sunsolve.sun.com

Inactive Link Not Archived

 CONFIRM
sunsolve.sun.com/search/document.do?
assetkey=1-21-140386-03-1

Sun Solaris Ultra-SPARC T2 Crypto Provider Device Driver
Vulnerability - Secunia Advisories - Vulnerability Information -
Secunia.com

web.archive.org

text/html

 SECUNIA 35403

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 55234

No Description Provided Patch

Vendor Advisory

 SUNALERT 258828

CVE-2009-2137 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2009-2137/mitre
https://cve.report/CVE-2009-2137/nist
https://cve.report/CVE-2009-2137/cve_org
https://cve.report/CVE-2009-2137.pdf
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://sunsolve.sun.com/search/document.do?assetkey=1-21-140386-03-1
https://web.archive.org/web/2009/http://secunia.com/advisories/35403
http://osvdb.org/55234
http://sunsolve.sun.com/search/document.do?assetkey=1-66-258828-1


sunsolve.sun.com

Inactive Link Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Sun Opensolaris snv_100 All sparc All

Operating
System

Sun Opensolaris snv_101 All sparc All

Operating
System

Sun Opensolaris snv_102 All sparc All

Operating
System

Sun Opensolaris snv_103 All sparc All

Operating
System

Sun Opensolaris snv_104 All sparc All

Operating
System

Sun Opensolaris snv_105 All sparc All

Operating
System

Sun Opensolaris snv_106 All sparc All

Operating
System

Sun Opensolaris snv_107 All sparc All

Operating
System

Sun Opensolaris snv_108 All sparc All

Operating
System

Sun Opensolaris snv_109 All sparc All

Operating
System

Sun Opensolaris snv_110 All sparc All

Operating
System

Sun Opensolaris snv_111 All sparc All

Operating
System

Sun Opensolaris snv_112 All sparc All

Operating
System

Sun Opensolaris snv_54 All sparc All

Operating
System

Sun Opensolaris snv_55 All sparc All

Operating
System

Sun Opensolaris snv_56 All sparc All

Operating
System

Sun Opensolaris snv_57 All sparc All
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System

Operating
System

Sun Opensolaris snv_58 All sparc All

Operating
System

Sun Opensolaris snv_59 All sparc All

Operating
System

Sun Opensolaris snv_60 All sparc All

Operating
System

Sun Opensolaris snv_61 All sparc All

Operating
System

Sun Opensolaris snv_62 All sparc All

Operating
System

Sun Opensolaris snv_63 All sparc All

Operating
System

Sun Opensolaris snv_64 All sparc All

Operating
System

Sun Opensolaris snv_65 All sparc All

Operating
System

Sun Opensolaris snv_66 All sparc All

Operating
System

Sun Opensolaris snv_67 All sparc All

Operating
System

Sun Opensolaris snv_68 All sparc All

Operating
System

Sun Opensolaris snv_69 All sparc All

Operating
System

Sun Opensolaris snv_70 All sparc All

Operating
System

Sun Opensolaris snv_71 All sparc All

Operating
System

Sun Opensolaris snv_72 All sparc All

Operating
System

Sun Opensolaris snv_73 All sparc All

Operating
System

Sun Opensolaris snv_74 All sparc All

Operating
System

Sun Opensolaris snv_75 All sparc All

Operating
System

Sun Opensolaris snv_76 All sparc All

Operating
System

Sun Opensolaris snv_77 All sparc All

Operating
System

Sun Opensolaris snv_78 All sparc All

Operating
System

Sun Opensolaris snv_79 All sparc All

Operating
System

Sun Opensolaris snv_80 All sparc All
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System

Operating
System

Sun Opensolaris snv_81 All sparc All

Operating
System

Sun Opensolaris snv_82 All sparc All

Operating
System

Sun Opensolaris snv_83 All sparc All

Operating
System

Sun Opensolaris snv_84 All sparc All

Operating
System

Sun Opensolaris snv_85 All sparc All

Operating
System

Sun Opensolaris snv_86 All sparc All

Operating
System

Sun Opensolaris snv_87 All sparc All

Operating
System

Sun Opensolaris snv_88 All sparc All

Operating
System

Sun Opensolaris snv_89 All sparc All

Operating
System

Sun Opensolaris snv_90 All sparc All

Operating
System

Sun Opensolaris snv_91 All sparc All

Operating
System

Sun Opensolaris snv_92 All sparc All

Operating
System

Sun Opensolaris snv_93 All sparc All

Operating
System

Sun Opensolaris snv_94 All sparc All

Operating
System

Sun Opensolaris snv_95 All sparc All

Operating
System

Sun Opensolaris snv_96 All sparc All

Operating
System

Sun Opensolaris snv_97 All sparc All

Operating
System

Sun Opensolaris snv_98 All sparc All

Operating
System

Sun Opensolaris snv_99 All sparc All

Operating
System

Sun Opensolaris snv_100 All sparc All

Operating
System

Sun Opensolaris snv_101 All sparc All

Operating
System

Sun Opensolaris snv_102 All sparc All

Operating
System

Sun Opensolaris snv_103 All sparc All
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System

Operating
System

Sun Opensolaris snv_104 All sparc All

Operating
System

Sun Opensolaris snv_105 All sparc All

Operating
System

Sun Opensolaris snv_106 All sparc All

Operating
System

Sun Opensolaris snv_107 All sparc All

Operating
System

Sun Opensolaris snv_108 All sparc All

Operating
System

Sun Opensolaris snv_109 All sparc All

Operating
System

Sun Opensolaris snv_110 All sparc All

Operating
System

Sun Opensolaris snv_111 All sparc All

Operating
System

Sun Opensolaris snv_112 All sparc All

Operating
System

Sun Opensolaris snv_54 All sparc All

Operating
System

Sun Opensolaris snv_55 All sparc All

Operating
System

Sun Opensolaris snv_56 All sparc All

Operating
System

Sun Opensolaris snv_57 All sparc All

Operating
System

Sun Opensolaris snv_58 All sparc All

Operating
System

Sun Opensolaris snv_59 All sparc All

Operating
System

Sun Opensolaris snv_60 All sparc All

Operating
System

Sun Opensolaris snv_61 All sparc All

Operating
System

Sun Opensolaris snv_62 All sparc All

Operating
System

Sun Opensolaris snv_63 All sparc All

Operating
System

Sun Opensolaris snv_64 All sparc All

Operating
System

Sun Opensolaris snv_65 All sparc All

Operating
System

Sun Opensolaris snv_66 All sparc All

Operating Sun Opensolaris snv_67 All sparc All
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System

Operating
System

Sun Opensolaris snv_68 All sparc All

Operating
System

Sun Opensolaris snv_69 All sparc All

Operating
System

Sun Opensolaris snv_70 All sparc All

Operating
System

Sun Opensolaris snv_71 All sparc All

Operating
System

Sun Opensolaris snv_72 All sparc All

Operating
System

Sun Opensolaris snv_73 All sparc All

Operating
System

Sun Opensolaris snv_74 All sparc All

Operating
System

Sun Opensolaris snv_75 All sparc All

Operating
System

Sun Opensolaris snv_76 All sparc All

Operating
System

Sun Opensolaris snv_77 All sparc All

Operating
System

Sun Opensolaris snv_78 All sparc All

Operating
System

Sun Opensolaris snv_79 All sparc All

Operating
System

Sun Opensolaris snv_80 All sparc All

Operating
System

Sun Opensolaris snv_81 All sparc All

Operating
System

Sun Opensolaris snv_82 All sparc All

Operating
System

Sun Opensolaris snv_83 All sparc All

Operating
System

Sun Opensolaris snv_84 All sparc All

Operating
System

Sun Opensolaris snv_85 All sparc All

Operating
System

Sun Opensolaris snv_86 All sparc All

Operating
System

Sun Opensolaris snv_87 All sparc All

Operating
System

Sun Opensolaris snv_88 All sparc All

Operating
System

Sun Opensolaris snv_89 All sparc All

Operating Sun Opensolaris snv_90 All sparc All
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System

Operating
System

Sun Opensolaris snv_91 All sparc All

Operating
System

Sun Opensolaris snv_92 All sparc All

Operating
System

Sun Opensolaris snv_93 All sparc All

Operating
System

Sun Opensolaris snv_94 All sparc All

Operating
System

Sun Opensolaris snv_95 All sparc All

Operating
System

Sun Opensolaris snv_96 All sparc All

Operating
System

Sun Opensolaris snv_97 All sparc All

Operating
System

Sun Opensolaris snv_98 All sparc All

Operating
System

Sun Opensolaris snv_99 All sparc All

Operating
System

Sun Solaris 10 All sparc All

Operating
System

Sun Solaris 10 All sparc All

cpe:2.3:o:sun:opensolaris:snv_100:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_101:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_102:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_103:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_104:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_105:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_106:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_107:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_108:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_109:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_110:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_111:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_112:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_54:*:sparc:*:*:*:*:*:
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cpe:2.3:o:sun:opensolaris:snv_55:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_56:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_57:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_58:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_59:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_60:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_61:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_62:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_63:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_64:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_65:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_66:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_67:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_68:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_69:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_70:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_71:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_72:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_73:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_74:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_75:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_76:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_77:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_78:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_79:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_80:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_81:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_82:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_83:*:sparc:*:*:*:*:*:



cpe:2.3:o:sun:opensolaris:snv_83:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_84:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_85:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_86:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_87:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_88:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_89:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_90:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_91:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_92:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_93:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_94:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_95:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_96:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_97:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_98:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_99:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_100:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_101:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_102:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_103:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_104:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_105:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_106:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_107:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_108:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_109:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_110:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_111:*:sparc:*:*:*:*:*:



cpe:2.3:o:sun:opensolaris:snv_112:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_54:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_55:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_56:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_57:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_58:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_59:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_60:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_61:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_62:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_63:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_64:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_65:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_66:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_67:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_68:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_69:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_70:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_71:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_72:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_73:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_74:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_75:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_76:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_77:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_78:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_79:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_80:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_81:*:sparc:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:o:sun:opensolaris:snv_81:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_82:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_83:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_84:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_85:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_86:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_87:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_88:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_89:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_90:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_91:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_92:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_93:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_94:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_95:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_96:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_97:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_98:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_99:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:solaris:10:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:solaris:10:*:sparc:*:*:*:*:*:

https://cve.report/CVE-2009-2136
https://cve.report/CVE-2009-2138
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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