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Summary

CVE CVE-2009-2165

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-22 20:30:00 UTC

Updated 2009-06-26 04:00:00 UTC

Description SerendipityNZ (aka SimpleBoxes) Serene Bach 2.20R and earlier, and 3.00 beta023 and earlier 3.x versions, uses a predictable session id, which makes it easier for remote attackers to hijack sessions via a modified id.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Serendipitynz Serene Bach 1.18r All All All

Application Serendipitynz Serene Bach 1.19r All All All

Application Serendipitynz Serene Bach 2.05r All All All

Application Serendipitynz Serene Bach 2.08d All All All

Application Serendipitynz Serene Bach 2.09r All All All

Application Serendipitynz Serene Bach 3.00 beta023 All All

Application Serendipitynz Serene Bach 1.18r All All All

Application Serendipitynz Serene Bach 1.19r All All All

Application Serendipitynz Serene Bach 2.05r All All All

Application Serendipitynz Serene Bach 2.08d All All All

Application Serendipitynz Serene Bach 2.09r All All All

Application Serendipitynz Serene Bach 3.00 beta023 All All

Application Serendipitynz Serene Bach All All All All
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Serene Bach Insecure Session ID Handling Security Issue - Secunia.com SECUNIA secunia.com Vendor Advisory

Serene Bach Session Hijacking Vulnerability BID www.securityfocus.com

JVN#20689557 Predictable session ID vulnerability in Serene Bach JVN jvn.jp

serenebach.net/log/sb221R.html CONFIRM serenebach.net Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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