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Summary

CVE CVE-2009-2175

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-23 21:30:00 UTC

Updated 2011-01-04 05:00:00 UTC

Description Stack-based buffer overflow in the flattenIncrementally function in flatten.c in xcftools 1.0.4, as reachable from the (1) xcf2pnm and (2) xcf2png utilities, allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a crafted image that causes a conversion to a location "above or to the left of the canvas." NOTE: some of these details are obtained from third party information.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Henning Makholm Xcftools 1.0.4 All All All

Application Henning Makholm Xcftools 1.0.4 All All All

References

Reference Source Link

[SECURITY] Fedora 13 Update: gnome-xcf-thumbnailer-1.0-4.fc13 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 14 Update: gnome-xcf-thumbnailer-1.0-4.fc14 FEDORA lists.fedoraproject.org

55187 OSVDB osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

xcftools "flattenIncrementally()" Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 12 Update: gnome-xcf-thumbnailer-1.0-4.fc12 FEDORA lists.fedoraproject.org

#533361 - xcftools: 'xcf2pnm -C ... layer' crashes on some valid XCF files - Debian Bug report logs CONFIRM bugs.debian.org

Xcftools 'flattenIncrementally()' Function Remote Stack Buffer Overflow Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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