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CVE-2009-2258

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCINAN Certain versions of Dg632 from Netgear contain the following
’ vulnerability:

Directory traversal vulnerability in cgi-bin/webcm in the administrative
web interface on the Netgear DG632 with firmware 3.4.0_ap allows
remote attackers to list arbitrary directories via a .. (dot dot) in the
nextpage parameter.

CVE-2009-2258 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact
[ NON | (NONE_
CVE References
Description Tags Link
SecurityTracker.com Archives - NETGEAR = () SECTRACK 1022404
DG632 Router Discloses File Source
Contents to Remote Users
[ Exploit © MISC
www.tomneaves.co.uk/Netgear_DG632_Authentication_Bypass.txt
SecurityFocus ) BUGTRAQ 20090615 Netgear DG632 Router Authentication
Bypass Vulnerability
Netgear DG632 Router Authentication w» EXPLOIT-DB 8963
Bypass Vulnerability
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https://cve.report/
https://cve.report/CVE-2009-2258/mitre
https://cve.report/CVE-2009-2258/nist
https://cve.report/CVE-2009-2258/cve_org
https://cve.report/CVE-2009-2258.pdf
http://cve.report/software/netgear/dg632
http://cve.report/vendor/netgear
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securitytracker.com/id?1022404
http://www.tomneaves.co.uk/Netgear_DG632_Authentication_Bypass.txt
http://www.securityfocus.com/archive/1/504312/100/0/threaded
http://www.exploit-db.com/exploits/8963
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware G > Netgear Dg632 - All All All
Hardware &= -0 Netgear Dg632 - All All All
Hardware &= -0 Netgear Dg632 Firmware 3.4.0_ap All All All
Hardware = -0 Netgear Dg632 Firmware 3.4.0_ap All All All

e_akakk kKKK,

cpe:2.3:h:netgear:dg632:-:*:*:*:***::

e_akakk kL kKK,

cpe:2.3:h:netgear:dg632:-:*:*:":***::

ARk kKK LKLk,

cpe:2.3:h:netgear:dg632_firmware:3.4.0_ap:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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