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CVE CVE-2009-2265
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-05 16:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Multiple directory traversal vulnerabilities in FCKeditor before 2.6.4.1 allow remote attackers to create executable files in art

/ ]

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-22 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fckeditor Fckeditor 2.0 All All All


https://cve.report/
https://cve.report/CVE-2009-2265/mitre
https://cve.report/CVE-2009-2265/nist
https://cve.report/CVE-2009-2265/cve_org
https://cve.report/api/cve/CVE-2009-2265.json
https://cve.report/CVE-2009-2265.pdf
http://cve.report/vendor/fckeditor
http://cve.report/software/fckeditor/fckeditor

Application Fckeditor Fckeditor 2.0rc2 All All All
Application Fckeditor Fckeditor 2.0rc3 All All All
Application Fckeditor Fckeditor 2.0_fc All All All
Application Fckeditor Fckeditor 2.0_rc2 All All All
Application Fckeditor Fckeditor 21 All All All
Application Fckeditor Fckeditor 211 All All All
Application Fckeditor Fckeditor 2.2 All All All
Application Fckeditor Fckeditor 2.3 All All All
Application Fckeditor Fckeditor 23 beta All All
Application Fckeditor Fckeditor 2.3.1 All All All
Application Fckeditor Fckeditor 232 All All All
Application Fckeditor Fckeditor 2.3.3 All All All
Application Fckeditor Fckeditor 2.4 All All All
Application Fckeditor Fckeditor 2.4.1 All All All
Application Fckeditor Fckeditor 2.4.2 All All All
Application Fckeditor Fckeditor 243 All All All
Application Fckeditor Fckeditor 2.5 All All All
Application Fckeditor Fckeditor 25 beta All All
Application Fckeditor Fckeditor 2.5.1 All All All
Application Fckeditor Fckeditor 2.6 All All All
Application Fckeditor Fckeditor 2.6.1 All All All
Application Fckeditor Fckeditor 2.6.2 All All All
Application Fckeditor Fckeditor 2.6.3 All All All
Application Fckeditor Fckeditor 2.6.3 beta All All
Application Fckeditor Fckeditor 2.6.4 beta All All
Application Fckeditor Fckeditor All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

[SECURITY] Fedora 11 Update: moin-1.8.4-2.fc11 af854a3a-2127-422b-91ae-364d
SecurityFocus af854a3a-2127-422b-91ae-364d
SourceForge.net: ClanSphere: Files af854a3a-2127-422b-91ae-364d
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Fedora update for moin - Secunia Advisories - Vulnerability Information - Secunia.com
FCKEditor advisory

oCERT.org - oCERT Advisories

Debian -- Security Information -- DSA-1836-1 fckeditor

[Zope-dev] zope.html with FCKEditor security fix

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Debian update for fckeditor - Secunia Advisories - Vulnerability Information - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[SECURITY] Fedora 10 Update: moin-1.6.4-3.fc10

Adobe ColdFusion 8 Remote Command Execution ~ Packet Storm
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NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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