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CVE-2009-2297

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNAC MAUNCNINAC Certain versions of Opensolaris from Sun contain the following
’ vulnerability:

Unspecified vulnerability in the udp subsystem in the kernel in Sun
Solaris 10, and OpenSolaris snv_90 through snv_108, when Solaris
Trusted Extensions is enabled, allows remote attackers to cause a
denial of service (panic) via unspecified vectors involving the crgetlabel
function, related to a "TX panic." NOTE: this issue exists because of a
regression in earlier kernel patches.

CVE-2009-2297 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.1-HIGH |

Access Access Authentication
Vector Complexity
NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NoNE |
CVE References
Description Tags Link
=3 @ CONFIRM
sunsolve.sun.com/search/document.do?
assetkey=1-21-141414-02-1
#262048: A patch regression in Solaris Kernel udp(7p) may Cause [ Patch | D) SUNALERT 262048
Certain Trusted Configurations of Solaris to Panic or Become
Vulnerable to Triggered Panics Resulting in a Denial of Service
(DoS)
Sun Solaris Trusted Extensions UDP Handling Denial of Service - ){ SECUNIA 35579
Secunia Advisories - Vulnerability Information - Secunia.com [ text/html |



https://cve.report/
https://cve.report/CVE-2009-2297/mitre
https://cve.report/CVE-2009-2297/nist
https://cve.report/CVE-2009-2297/cve_org
https://cve.report/CVE-2009-2297.pdf
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://sunsolve.sun.com/search/document.do?assetkey=1-21-141414-02-1
https://web.archive.org/web/2009/http://sunsolve.sun.com/search/document.do?assetkey=1-66-262048-1
https://web.archive.org/web/2009/http://secunia.com/advisories/35579

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Sun Opensolaris snv_100 All sparc All
System

Operating Sun Opensolaris snv_100 All x86 All
System

Operating Sun Opensolaris snv_101 All sparc All
System

Operating Sun Opensolaris snv_101 All x86 All
System

Operating Sun Opensolaris snv_102 All sparc All
System

Operating Sun Opensolaris snv_102 All x86 All
System

Operating Sun Opensolaris snv_103 All sparc All
System

Operating Sun Opensolaris snv_103 All x86 All
System

Operating Sun Opensolaris snv_104 All sparc All
System

Operating Sun Opensolaris snv_104 All x86 All
System

Operating Sun Opensolaris snv_105 All sparc All
System

Operating Sun Opensolaris snv_105 All x86 All
System

Operating Sun Opensolaris snv_106 All sparc All
System

Operating Sun Opensolaris snv_106 All x86 All
System

Operating Sun Opensolaris snv_107 All sparc All
System

Operating Sun Opensolaris snv_107 All x86 All
System

Operating Sun Opensolaris snv_108 All sparc All
System

Operating Sun Opensolaris snv_108 All x86 All

System
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Skukakakk.

cpe:2.3:0:sun:opensolaris:snv_100:":x86:*:*:*:*:*:

dkukakakk.

cpe:2.3:0:sun:opensolaris:snv_101:*:sparc:*:*:*:*:*:

Skukakakuk.

cpe:2.3:0:sun:opensolaris:snv_101:*:x86:*:*:*:*:*:

Skkakakk.

cpe:2.3:0:sun:opensolaris:snv_102:*:sparc:*:*:*:*:*:

Skkakakok.

cpe:2.3:0:sun:opensolaris:snv_103:*:sparc:*:*:*:*:*:

Skakakakuk.

cpe:2.3:0:sun:opensolaris:snv_103:*:x86:*:*:*:*:*:

snv_94

snv_94

snv_95

snv_95

snv_96

snv_96

snv_97

snv_97

snv_98

snv_98

snv_99

snv_99

10.0

10.0

10.0

10.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

sparc

x86

sparc

x86

sparc

x86

sparc

x86

sparc

x86

sparc

x86

sparc

x86

sparc

x86

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/solaris
http://cve.report/vendor/sun
http://cve.report/software/sun/solaris
http://cve.report/vendor/sun
http://cve.report/software/sun/solaris
http://cve.report/vendor/sun
http://cve.report/software/sun/solaris

dkakakukk.

cpe:2.3:0:sun:opensolaris:snv_104:*:sparc:*:*:*:*:*:

Skakkakuk.

cpe:2.3:0:sun:opensolaris:snv_104:*:x86:*:*:*:*:*:

Lkkakukk.

cpe:2.3:0:sun:opensolaris:snv_105:*:sparc:*:*:*:*:*:

Skakakakuk.

cpe:2.3:0:sun:opensolaris:snv_105:*:x86:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_106:*:x86:*:*:*:*:*:

dkakakakuk.

cpe:2.3:0:sun:opensolaris:snv_107:*:sparc:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_107:*:x86:*:*:*:*:*:

Rk kR k.

cpe:2.3:0:sun:opensolaris:snv_108:*:sparc:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_108:*:x86:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:sun:opensolaris:snv_90:*:sparc:*:*:*:*:*:

R L

cpe:2.3:0:sun:opensolaris:snv_95:*:x86:*:*:*:*:*:

Ak kKKK,

cpe:2.3:0:sun:opensolaris:snv_96:*:sparc:*:*:*:*:*:

ARk kLK Lk,

cpe:2.3:0:sun:opensolaris:snv_96:*:x86:*:*:*:*:*:

akak kKK,

cpe:2.3:0:sun:opensolaris:snv_97:*:sparc:*:*:*:*:*:

ARk kKK,

cpe:2.3:0:sun:opensolaris:snv_97:*:x86:*:*:*:*:*:

akak kKK,

cpe:2.3:0:sun:opensolaris:snv_98:*:sparc:*:*:*:*:*:

AkLk kKK,

cpe:2.3:0:sun:opensolaris:snv_98:*:x86:*:*:*:*:*:

Ak kKKK,

cpe:2.3:0:sun:opensolaris:snv_99:*:sparc:*:*:*:*:*:



akak kKK,

cpe:2.3:0:sun:opensolaris:snv_99:*:x86:*:*:*:*:*:

dkkakukk.

cpe:2.3:0:sun:opensolaris:snv_100:*:sparc:*:*:*:*:*:

Skakakakuk.

cpe:2.3:0:sun:opensolaris:snv_100:*:x86:*:*:*:*:*:

Lkkakkk.

cpe:2.3:0:sun:opensolaris:snv_101:*:sparc:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_101:*:x86:*:*:*:*:*:

Skakakakk.

cpe:2.3:0:sun:opensolaris:snv_102:*:sparc:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_102:*:x86:*:*:*:*:*:

Lkak kR k.

cpe:2.3:0:sun:opensolaris:snv_103:*:sparc:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_103:*:x86:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_104:*:sparc:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:sun:opensolaris:snv_104:*:x86:*:*:*:*:*:

Lkakakak k.

cpe:2.3:0:sun:opensolaris:snv_105:*:sparc:*:*:*:*:*:

R

cpe:2.3:0:sun:opensolaris:snv_90:*:x86:*:*:*:*:*:

akLk kKK,

cpe:2.3:0:sun:opensolaris:snv_91:*:sparc:*:*:*:*:*:

R

cpe:2.3:0:sun:opensolaris:snv_91:*:x86:*:*:*:*:*:

akk kKK,

cpe:2.3:0:sun:opensolaris:snv_92:*:sparc:*:*:*:*:*:

akLk kKK,

cpe:2.3:0:sun:opensolaris:snv_93:*:sparc:*:*:*:*:*:

akLk kKK,

cpe:2.3:0:sun:opensolaris:snv_93:*:x86:*:*:*:*:*:

akak kKK,

cpe:2.3:0:sun:opensolaris:snv_94:*:sparc:*:*:*:*:*:



R N

cpe:2.3:0:sun:opensolaris:snv_95:*:sparc:*:*:*:*:*:

kKKK Lk,

cpe:2.3:0:sun:opensolaris:snv_95:*:x86:*:*:*:*:*:

KKKk Lk,

cpe:2.3:0:sun:opensolaris:snv_96:*:sparc:*:*:*:*:*:

KKKk Lk,

cpe:2.3:0:sun:opensolaris:snv_96:*:x86:*:*:*:*:*:

kK kKK,

cpe:2.3:0:sun:opensolaris:snv_97:*:x86:*:*:*:*:*:

KKKk k.

cpe:2.3:0:sun:opensolaris:snv_98:*:sparc:*:*:*:*:*:

kK kKK,

cpe:2.3:0:sun:opensolaris:snv_98:*:x86:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:sun:opensolaris:snv_99:*:sparc:*:*:*:*:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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